Konfiguracja Firewalla na routerze MikroTik

1. Schemat sieci do testow firewalla
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2. Przygotowanie srodowiska MikroTik

a) Zaloguj sie uzywajgc automatycznego wyszukiwania urzadzenia po adresie MAC lub
recznie zaloguj sie za pomocg adresu IP

File Tools
Connect To: | Keep Password
Login: |admin | [] Open In New Window
Password: | |

Connect To RoMON | | Connect |

Managed Neighbors |

id ET|

[MAC Address + |IP Address | 1dentity [Version  [Board [Uptime | [+
64:D1:54:2AFB74 192163331 Mikro Tik 641 (gta.. RB750UP2 00:12:04

b) Skonfiguruj router tak aby moégt komunikowad sie z siecig Internet tak aby
sprawdzi¢ dziatajcie w jej zakresie ustugi tj. HTTP, FTP, SSH itd.
(Jest to potrzebne aby sprawdzi¢ w dalszej czesci éwiczenia poprawnos¢ konfiguracji regut)
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3. Konfiguracja regut firewalla

a) Wprowadzenie do zarzadzania regutami
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4. Przyktady regut

1) Zablokowanie mozliwosci komunikacji TCP dla hosta o przyktadowym adresie
192.168.88.254 ze wszystkimi hostami z poza sieci (w sieci porty routera ustawione
sg w tryb bridge co pomija reguty firewalla)

Firewall Rule <192 .168.83 254>

General | Advanced Extra Action Statistics

Chain: | =) ||;|

Src. Address: [ 1|152.168.88.254 [
Dst. Address: | | R
Protocal: [ |6 fcp) |¥ |

Firewall Rule <192 168.83 254>

General Advanced Extra Action |5tatisti::s

Action: [+ |

2) Zablokowanie mozliwosci komunikacji TCP z hostem o przyktadowym adresie
192.168.1.253 dla wszystkich hostéw w sieci 192.168.88.0/24

Mew Firewall Rule

General |P~dvanc:ed BExtra Action Statistics

Chain: | fslylis " * |

Src. Address: | | b
Dst. Address: [ |192.168.1.253 [
Protocal: |:||ﬁﬂcp} " hd | -

Mew Firewall Rule

General Advanced Bdra Action |Statisti::s

Action: |drop || ¥ |




3) Zablokowanie dla hosta 192.168.88.254 mozliwosci komunikacji dowolnym
protokotem ze wszystkimi hostami z poza sieci

Mew Firewall Rule

General |Mvanc&d Bxtra Action Statistics

Chain: ";l
Src. Address: [ 1192.168.88.254 S
Dat. Address: | | i

Firewall Rule <192 168.88 2545

General | Advanced Extra Action Statistics

Chain: ||$|
Src. Address: [ 1]192.168.88.254 |-
Dst. Address: | | i

4) Zablokowanie mozliwosci pingowania (ICMP) hostéow znadujacych sie w sieci
192.168.88.0/24

Mew Firewall Rule

General |Fl.dvanc:ed Extra Action Statistics

Chain: | (Tl || ¥ |

Src. Address: | g
Dst. Address: D|192.1EE.BE.W24 | ~
Protocal: [ |icmp (¥ |-

Mew Firewall Rule

General Advanced Extra Action |Statistics

Action: (I | |

5) Catkowite zablokowanie mozliwosci pingowania routera 192.168.88.1

Mew Firewall Rule

General |Mvanc&d BExtra Action Statistics
Chain: " ¥ |
Src. Address: | |
Dst. Address: [ 1[192.168.88.1 |~
Protocal: [ |icmp [E2RS

Mew Firewall Rule

General Advanced Extra Action |Statistics

Action: (I | |



6) Zablokowanie mozliwosci pingowania z sieci 192.168.88.0/24 do sieci
192.168.1.0/24

Mew Firewall Rule

General |Fl.dvar1c:ed Extra Action Statistics

Chain: ”;|

Src. Address: [ 1[192.168.88.0/24 |-
Dst. Address: [1[152.168.1.0/24 |-
Protocal: [ |icmp |¥ |

Mew Firewall Rule

General Advanced Bxra Action |Statisti::s

Action: | E  + |

7) Zablokowanie komunikacji hosta 192.168.88.254 z hostem 192.168.1.254

Mew Firewall Rule

General |.F|.d1fanc:ed Extra Action Statistics

Chain: | orward " * |

Src. Address: [ 1]192.168.88.254 .

Dst. Address: [_||192.168.1.254 [

Mew Firewall Rule

General Advanced Esxtra Action |Sftatistics

Action: | + |

8) Zablokowanie mozliwosci komunikowania sie z routerem (192.168.88.1) przez
hosta (192.168.88.10) za pomocg protokotu SSH(22)

Mew Firewall Rule

General |Fl.dvar1cned Extra Action Statistics

Chain: =]

Src. Address: [ ]192.168.88.10 [
Dst. Address: [ ]| 192.168.88.1 | -
Protocal: [ 1[6 icp) (¥ -
Src. Port: | |-
Dst. Port: [ 1|22 =

Mew Firewall Rule

General Advanced Exra Action |Statistics

Action: (IS |




9) Zablokowanie mozliwos$ci korzystania z zewnetrznych serweréw DNS (Jedynym
serwerem DNS wtedy moze by¢ nasz router o IP 192.168.88.1)

Firewall Rule <152 168.88.0/24->1152.168.88.1:53>
General | Advanced Extra Action Statistics
Chain: =]

Src. Address: [ |192.168.88.0/24 [P
Dst. Address: [1]/192.168.88.1 |-

WAZNE, NEGACJA

Protocal: [ |6 tcp) R
Src. Port: | | 7
Dst. Port: [ 1|53 =

Mew Firewall Rule

General Advanced BEdra Action |Statistics

peon

10) Wybor serwerow DNS jakimi beda mogli postugiwaé sie uzytkownicy sieci
(Jedynym serwerem DNS moze by¢ nasz router o IP 192.168.88.1 oraz zewnetrzny
DNS 8.8.8.8).

Firewall Rule <152 168.88.0/24--8.8 8. 8:53>

General |Mvanc&d Extra Action Statistics

Chain: "il

Src. Address: [ 1]192.168.88.0/24 .
Dst. Address: [ 18.8.8.8 .
Protocal: |:||'Eﬂcp} " * | -~
Src. Port: | | 7
Dst. Port: [ ]/53 A

- [ 0w A iy B
+3.8.8.8:53

General Advanced BEdra Action |.‘.§tatim‘.i::s
Action: [FEE | + |

Nastepnie wykonaj punkt 9 aby zablokowac inne DNSy niz 8.8.8.8



11) Zablokowanie ruchu pomiedzy interfejsem 1 (do sieci 192.168.1.0/24) a mostem
portéw 2/5 routera.

Mew Firewall Rule

General |Mvanc:ed Extra Action Statistics
Chain: | P =]
Src. Address: | |~
Dst. Address: | |~
Protocal: | |~
Src. Port: | |~
Dst. Port: | |~
Any. Pott: | | r
in. Interface: [ | [ether! [E2RS
Out. Intesface: [ [bridge [E2R

Mew Firewall Rule

General Advanced | Bdtra  Action |Statia‘.ics

Action: T+ |

12) Zablokowanie ruchu na zdefiniowanych listach interfejsow np. LAN -> WAN

Firewall Rule <=

General |.Fl.dvanc:ed Extra Action Statistics

o el orward =]

Sec. Addreas: | |~
Dt. Address: | |~
Protocal: | |~

Src. Pout: | |~

Dst. Port: | |~

Any. Port: | |~

In. Interface: | |~
Out. Interface: | |~
In. Interface List: [1[WAN (¥ -
Out. Interface List: [ ][LAN K2R

Mew Firewall Rule

Geperal Advanced | Extra  Action |Statistics

Action: I+ |




13) Zapisywanie zdarzenia wystania pakietu do dziennika zdarzen

Mew Firewall Rule

General |Mvanc:ed Extra Action Statistics
Chain: |Furward " ¥ |
Src. Address: [ 1]152.168.88.254 |-
Dst. Address: [ |/192.168.1.254 |-
Protocal: |:||ic:mp || * | A

Mew Firewall Rule

General Advanced Bdra Action |Statistics

Action: |+ |
Log
Log Prefix: [[TEST] |-

Na gtéwnym pasku narzedzi ,,LOG”

Juns11/2019 095533 memony firewall, info [TEST] forward: in-bridge out ether1, src-mac
d4:3d:7e:34:40.dd, proto ICMP fype 8. code 0),
152 16888 254--192 168.1.254, len 60

Jund112019 095934 memony firewall, info [TEST] forward: in-bridge out ether, sre-mac
d4:3d:7e:34:40:dd, proto ICMP fype 8, code 0),
152 168838 254--192 168.1 254, NAT
(1592.168.88.254--152.168.1 20)--152.168.1.254, len 60

Juns11/2019 095535 memony firewall, info [TEST] forward: in-bridge out ether1, src-mac
d4:3d:7e:34:40.dd, proto ICMP fype 8. code 0),
152.168.88 254-=192.163.1 254, NAT
(192.168.88.254->152 168.1 20)->152.168.1.254, len 60

JunA112019 095536 memony firewall, info [TEST] forward: inbridge out:ether1, srcmac
d4:3d:7e:34:40:dd, prota ICMP fype 8, code 0),
15216888 254--192 1681 254, NAT
(1592.168.88.254-5152 168.1 20)->152.168.1 254, len &0




14) Ogarniczenie ilosci wystanych pakietow w danej regule i okre$lonym czasie.
(Mozna stworzy¢ dwukrotnie regute 13 a nastepnie do pierwszej dodac:

Firewall Rule <192.168.88.254--1532.168.1.254>

General Advanced Bdra | Action Statistics

- Connection Limit
- imit

L

Rate: 5 S| min
Burst: |5

Maode: @ packet " bit

Do drugiej ustali¢ action na drop.

General Advanced Bdra Action | Statistics

Action: ¥
Wysglad i kolejnosc regut.
9 o accept forward 192.168.88.254 192.168.1.254 1 ficmp)
10 % drop forward 19216888254 1321681254 1 ficmp)

rom 19
rom 2
rom 2

rom 19
timed out.
timed out.

15) Zablokowanie ruchu ,,na zewnatrz” z sieci 192.168.88.0/24 w godzinach 7:00-
15:00 bez weekendow

Mew Firewall Rule

General | Advanced Exra  Action  Statistics

Chain: | {gFlis| *
Src. Address: 192.168.88.0-24 -
Dst. Address: -

Mew Firewall Rule

General Advanced Extra Action | Statistics

Action: | | +
- Time
Time: -|15:00:00

Days: gat | fd vthu v wed [w|/tue |+ mon sun



16) Zablokowanie potaczenia poprzez Winbox innym hostom niz 192.168.88.254

Mew Firewall Rule

General |Fl.dvar1c:ed Extra Action Statistics

Chain: ||3 |

Src. Address: [1]]152.168.88.254 |
Dst. Address: | |v
Protocal: |:||'E'|lﬂp} " * | -
Src. Port: | | W
Dst. Port: [1[8291 |-

Mew Firewall Rule

Gereral  Advanced Exra Action |Statistics

Action: [+ |

17) Blokada poprzez firewall warstwy 7 stowa klucz ,,onet” co blokuje dostep do domeny
,onet.pl”

Firewall Rule <192.168.88.0/24

General |Mvanc&d Extra Action Statistics

Chain: |forward =]
Src. Address: [ 1[192.168.88.0/24 |
Dst. Address: | -

Firewall Rule <192 168.83 024>

General Advanced |En‘.ra Action  Statistics

Src. Address List: | i
Dst. Address List: | | 7
Layer7 Protocal: | | i

Content: Dlune‘t | o




18) Blokada stron pornograficznych poprzez OpenDNS oraz Web Proxy po
przekierowaniu ruchu za pomoca NAT.

Przejdz do zaktadki NAT w oknie firewall

Mew MAT Rule

General |.Pu::|vanced Extra = Action Statistics

srcnat
IC. ress: 592 168 88.0/24

Dst. Address: |

Protocal: [ |E ftep)

Src. Port: |

Dst. Port: [][8D

Ustalenie przekierowania na adres serwera Web Proxy na routerze

New NAT Rule

General Advanced Extra Action |Statistics

Action:

[] Log
Log Prefix: |

To Addresses: |192.168.88.1

To Ports: |Bﬂﬁ|]

Konfiguracja Web Proxy (Trzeba ustawi¢ OpenDNS po uprzednim zarejestrowaniu sie
aby nie ttumaczyt nazw z domenami o tresci niepozadanej)

Web Proxy Settings

General |Statu5 Lookups Inserts Refreshes
[JiEnabled
Src. Address: l:l
Port
O Anonymous
PaertPro: [ |~
Parent Proxy Port: l:l hd

Cache Adminitrator e
Max. Cache Size: [unimted %] kB
Max Cache Object Size: KB

["] Cache On Disk

AL L

Max. Cliert Connections: |BDD |

Max. Server Connections: |GDD |

Max Fresh Time: |3d 00:00:00 |
["] Serialize Connections
["] Aways From Cache

Cache Ht DSCP (TOS): [4 |

Cache Path: |web-proxy || ¥ |




19) Blokada protokotu BitTorrent (torrenty) poprzez firewall warstwy 7

Strona z filtrami L7 http://I7-filter.sourceforge.net/protocols

Przejdz do zaktadki Firewall L7

Mew Firewall L7 Protocol

WEN -l Blokada Tomrent | QK

"1 3bittoment protocollazverx01Skget
/scrapetfinfo_hash=get fannounce’? Apply
|info_hash=lget /client /bitcomet AGET

/data\Fid=}d1:ad2id20 08 7PYRP]

Remove

Przejdz ponownie do podstawowej konfiguracji i stwdrz nowg regute

Mew Firewall Rule

General | Advanced Extra Action  Statistics

Chain: | arwand " * |

Src. Address: [ 1]152.168.88.0/24 |-

Dst. Address: | | 7

Mew Firewall Rule

General Advanced |E:¢ra Action  Statistics

Src. Address List: | i
Dst. Address List: | |~
Layer? Protocal: |:||E|lukada Tomrert " ¥ | -~

Mew Firewall Rule

General Advanced BExra Action |Statistics

Action: (I  + |
[ Log

Log Prefix: | |v



http://l7-filter.sourceforge.net/protocols

20) Blokada protokotu poczty IMAP w warstwie 7 dla urzadzen z poza sieci LAN

Przejdz do zaktadki Firewall L7

Firewall L7 Protocol <Blokada IMAP:

Name: [FEErEIl S | oK

“(v" okla[(-9]+ noop)

Mew Firewall Rule

General Advanced |E:¢ra Action ~ Statistics

Src. Address List: | | >
Dst. Address List: | |~
Layer7 Protocol: [ || Blokada IMAP |¥ |~

Mew Firewall Rule

General Advanced Extrg Action |Statistics

Action: (I |+ |

21) Blokada pobierania plikow z rozszerzeniem .png

Firewall L7 Protocol <Blokada png

W El Bl olkiada png |

Regexp:

|"\:EHF‘ NG 'wid wla'wla'=la

Mew Firewall Rule

General |Fl.dvar1c:ed Extra Action Statistics

Chain: ";|

Src. Address: | |"
Dst. Address: | |"
Protocol: |:||'Elftcp} " * | -
Src. Port: | | 7
Dst. Port: [ /(80 -

Mew Firewall Rule

General Advanced |En‘.ra Action | Statistics

Src. Address List: | " * | -

Dst. Address List: | | b

Layer7 Protocal: [ | |Blokada jpeg EPS




Mew Firewall Rule

General Advanced Extra Action | Statistics
Action: [T | +
Log

22) Zablokowanie pingu routera jezeli pakiet jest wiekszy niz 50 bajtow

Mew Firewall Rule

General | Advanced Extra  Action Statistics

Chain: |input *
Src. Address: -
Digt. Address: 152 168.881 -
Protocaol: icmp ¥ | .
TCP MS5:
Pachket Size: 50-65535 -

Firewall Rule <192.168.38.1>

General  Advanced Extra Action | Statistics

im
mum = 8ms, P mum = 1ms,




23) Przekierowanie ruchu z ustugi HTTP port 80 na port 8080 w zakfadce ,, NAT”

NAT Rule <192.168.88.1.80

General |Mvanc:ed Edra Action Statistics
Chain: =]
Sre. Address: | |~
Dst. Address: [ || 192.168.88.1 |-
Protocol: (1[5 ttep) =]«
Src. Pott: | |~
Dst. Port: [ 1|80 -

NAT Rule £192.168.88.1.30:

General Advanced Extra Action |5tatistics

Acton: EEE NI+ |
[ ] Log
Log Prefix: | | i
To Addresses: | | b
To Ports: |HDB:'I] | a

24) Przekierowanie catego ruchu dla FTP na serwer plikdw o adresie 192.168.88.2

0 00 -0
}.38.1:30:

(TR

General Advanced BEdra Action |Statia‘.ics

Acton: |(EEE I |

[ Log
Log Prefix: | | b

To Addresses: |192.168.88.2 .

MAT Rule <2120
General |Fl.dvar1c:ed Extra Action Statistics

Chain: | " ;|

Src. Address: [1](192.168.88.2 |-
Dst. Address: | | v
Protocol: [ |6 tcp) ¥ |~
Src. Port: | | =

Dst. Port: [ ]/21,20 [




25) Udostepnienie sieci na interfejsie ether5 tylko dla urzadzenia z danym adresem
MAC i wystanie komunikatu destination-unreachable kiedy inne urzagdzenie bedzie
chciato komunikowac sie z siecig zewnetrzng

Mew Firewall Rule

General | Advanced Extra  Action  Statistics

Chain: =]

Src. Address: | |~
Dst. Address: | R
Protocal: | |~
Src. Port: | |~
Dst. Port: | |~
Any. Pot: | |~

In. Interface: [ || ethers |¥ |~

Mew Firewall Rule

General Advanced |E:d.ra Action  Statistics

Src. Address List: | g

Dst. Address List: | | b

Layer? Protocal: | | 7
Content: | | b

Connection Bytes: | | 7
Connection Rate: | | 7

Per Connection Classifier: | | R
Src. MAC Address: [1]|6E:DA:BB:8C:9F-AB [

Mew Firewall Rule

General Advanced Extra Action |Statistics
Action: B |
[ |Log

Log Prefix: | | 7

Reject With: |icn'|p netwark unreachable || ¥ |




26) Uzywanie adresow, ktore zostaty juz wczes$niej zdefiniowane w liscie adresow

Wejdz w zaktadke Address List i zdefiniuj dwa adresy

Firewall Address List <host#>

Address: |192.168..88.253 Cancel

[ ooy |
Disable

Postuz sie adresami w konfiguracji reguty

Timeout: |

m] k3
MName: ||;| 0K
| Coned |
Y| el
|

Creation Time: |-Jur1£"| 1/2019 20:30:55

Mew Firewall Rule

General Advanced |E:¢ra Action  Statistics

Src. Address List: |hnst'| ” hd | -

Dst. Address List: [ [host2 |® |

27) W liscie adresow stworz kilka adresow w tej samej grupie i skorzystaj z nich do
stworzenia dowolnej reguty (za kazdym razem uzywajgc tej samej nazwy)

Firewall Address List <komputeny pracownias

Name: [EERIETEREE 3] [ ok

Address: [192.168.88.11 | Caneel

Timeout: | | R Apply
Creation Time: |Jun/11/2019 20:36:25 | Mbsie |
@ komputery pracownia  192.168.88.11 ' Jun/11/2019 20-..
@ komputery pracownia 152.168.88.10 JunA112015 20:.
@ komputery pracownia 152.168.88.12 JunA112015 20:.

Firewall Rule <152 168.88.1

General Advanced |Em‘.ra Action  Statistics

Src. Address List: |knmpute.-r'_.r pracownia || ¥ | -




28) Zapisanie w liscie adresow potaczen TCP z ostatnich 30 sekund dziatania

Firewall Address List <last top

Mame: ||$|
Address: |0.0.0.0 |
Timeout: | | e

Creation Time: |Jun/11/2019 20:52.56 |

Mew Firewall Rule

General Advanced Edra Action |Statistics

L%l oWl 5dd src to address list

[ 1Llog

Log Prefix: |

Address List: |Iast tep

Timeaut: |1]D:DD:3'D

Do listy zostang automatycznie dodane adresy

@ |ast top 0.0.0.0 Jun /112015 20
D @lasttep 192.168.28.204 00:00:26 Jun/11/2019 20:..
D @lasttep 3113859 00:00:27 Jun/11/2019 20:..

29) Reguta blokujgca wybrany tryb transmisji np. broadcast dla routera

Mew Firewall Rule

General |Mvanc:ed Extra Action = Statistics

Chain:

Src. Address: [ 1[192.168.88.1

Mew Firewall Rule

General  Advanced Bxira |Ac:tiun Statistice

—¥- Connection Limit

—w - Limit

-w- Dst. Limit

-w- Nth

- Time

—4— 5. Address Type

Address Type: [ E + | +

[ Invert



30) Jezeli uzytkownik uzyje wyrazu ,,google” przez pét godziny ruch jego komputera
zostanie zablokowany

Dodaj regute wychwytujgcg uzycie wyrazu ,google” i dodajgca host do listy o takiej samej
nazwie na po6t godziny

Mew Firewall Rule

| General Advanced Edra Action | Statistics

] ot s ol 5dd sro to address list

| [ ]log
Log Prefix: | | h
Address List: |guugle " ¥ |
Timeout: |DD:3'I]:D'I] " * |

Nastepnie utwérz regute, ktérej warunkiem jest przynaleznosé¢ adresu IP do listy ,,google”

Mew Firewall Rule

General Advanced |E:-d.ra Action  Statistics

Src. Address List: £ |google (¥ |~

Mew Firewall Rule

| General Advanced Edra Action |Statia‘.ics

| eon: [+ |

= add src to address... forward 152.168.88.0/24 336B 6
¥ drop forward 25378 47



