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1. Srodowisko wirtualizacji vJunos-Router, vlunos-Switch, vJunos-SRX

1. Hypervisor typu 1 (bare-metal)
o Virtualization is the process of running multiple virtual instances of a device on a single physical hardware resource

. Dziata bezposrednio na sprzecie, bez potrzeby systemu operacyjnego.
. Cechuje sie lepszg wydajnoscia i stabilnoscia — stosowany gtownie w centrach danych.

Type 1 - Hypervisor runs on Type 2 - Hypervisor runs on
Przyktady: top of the hardware top of host OS

* VMware ESXi
+ Microsoft Hyper-V (w wersji serwerowej)

« Xen

™ E e

+ KVM (Kernel-based Virtual Machine) — technicznie dziata w jadrze Linuksa

Hyperwsor
+ Oracle VM Server Hypemsor
2. Hypervisor typu 2 (hostowany) m
. Dziata w systemie operacyjnym hosta (np. Windows, Linux, macOS).
. Mniej wydajny niz typ 1, ale tatwiejszy w uzyciu — popularny w srodowiskach

developerskich.

Przyldady: Hypervisor typu 1 Hypervisor typu 2
o VMware Workstation / VMware Player Wydajnosé Wyzsza Nizsza

. Oracle VirtualBox Na gotym sprzecie W systemie operacyjnym
e Microsoft Hyper-V (na Windows 10/11 Pro) Zastosowanie Serwery, produkcja Testowanie, deweloperka
. Parallels Desktop (macOS) Przyktadowy interfejs Zdalny, konsolowy Graficzny, GUI

. QEMU (czesto uzywany z KVM)

IN“RAM |
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1. Srodowisko wirtualizacji vlunos-Router, vlunos-Switch, vlunos-SRX

Option 1: Passing traffic through a physical network security device: VLANSs and Physical Segmentation

o Benefits: Compute Server
7ovMr ovM2 vM3

e Single network device to configure — — =
e Leverage existing IT knowledge ””l" “”m |||||||
o Drawbacks:

e High network traffic overhead

I

o Complex VLAN configuration

e Limited resource pooling \ ¥

Option 2: Security software based on guest OS: ComputeServer

o Benefits: 7M1 vM2 . vyM3

o No networking device to configure = =
o Leverages existing IT knowledge "”m ””m
o Drawbacks:

Duplication of effort

Management overhead PERVISOR

Guest OS permissions

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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1. Srodowisko wirtualizacji vlunos-Router, vlunos-Switch, vlunos-SRX

Option 3: Virtual network security device:
Compute Server

o Benefits: 7 ovM1 VM2 VM3

o Software duplication reduced

o More efficient—traffic does not leave the server

e Security processing resources are taken from the same pool as compute
resources

o Drawbacks:

e |ncreased physical resource usage

Network Functions Virtualization

o Network Functions Virtualization (NFV) is a conceptual framework wherein the network functions traditionally provided by
dedicated hardware are provided by virtual machines (VMs)

¢ Virtualized network functions (VNFs) are the actual functions provided (routing, switching, security)
o Brings the benefits of server virtualization to the functions of the network
o Scalability, faster provisioning, greater efficiency

o Juniper Networks offers virtualized versions of the SRX and MX

MICRO
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1. Srodowisko wirtualizacji vlunos-Router, vlunos-Switch, vlunos-SRX

Centralization

o Centralization is a key aspect of SDN
o The SDN controller has a top-down view of the entire network
¢ Separation of control and forwarding planes enables control to be centralized

o Configuration is also centralized

Control Plane

Forwarding Forwarding Forwarding Forwarding Forwarding
Plane Plane Plane Plane Plane
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MICRO

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.




1. Srodowisko wirtualizacji vJunos-Router, vlunos-Switch, vJunos-SRX

Programmability SDN as an Overlay: Part 1
o Open northbound APIs enable network applications to be written in any language o Usesvarious tunneling technologies to enable communication between hypervisors
o Network applications can interact directly with the SDN controller ¢ VXLAN

¢ Supports reactive network behavior based on changing business needs and capacity ¢ NVGRE

¢ MPLSover GRE
o Separates control and forwarding planes

o Overlays can use a number of tunneling protocols:

e Virtual Extensible LAN (VXLAN) is a MAC in the IP tunnel format standardized in IETF RFC 7438

o Network virtualization using GRE (NVGRE) is also a MAC in IP tunnel format based on the standard generic routing
encapsulation (GRE) protocol

¢ MPLS over GRE is the tunneling format that Juniper uses in its Contrail solution, by default (Contrail can also use VXLAN)

Technologia Przeznaczenie Tuneluje co? Encapsulation Przykiad zastosowania

.. ) . Ruch MPLS przez IP (np.
MPLS over GRE Sieci operatorow (WAN) [Pakiety MPLS GRE/IP Warstwa 2.5 /3
przez Internet)
.. Rozszerzenie L2 przez L3
VXLAN Sieci data center / chmury |Ramek Ethernet UDP/IP Warstwa 2/3 ,, . .
(sie¢ overlay) Wirtualizacja
Sieci data center Sieci overlay w
NVGRE . Ramek Ethernet GRE/IP Warstwa 2/3 i .
(Microsoft) srodowiskach Hyper-V

IN ‘RAIVI
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1. Srodowisko wirtualizacji vlunos-Router, vlunos-Switch, vlunos-SRX

Service Chaining with Contrail

o Juniper’'s Contrail is a simple, open, and agile SDN
solution that automates and orchestrates the Contrail Controller

creation of highly scalable virtual networks

VM-A
o Contrail can increase business agility by enabling the
migration of applications and IT resources to more e

Underlay

.....

flexible private or hybrid cloud environments @. Network 3 @
o Service VMis launched VRouter “ws an Aanian 4an S\¥ VRouter
QU QU i Q0 QU
o Overlay tunnels to the hypervisor running service
VMs are created

o Routes are created as needed

o Traffic between VMs now passes through a service
instance

Virtual SRX with NFV Examples

o Service chain examples vSRX Service VM (VNF)

o Example 1

Running as VMs

Eﬁﬁ Application
[ ) VSRX Delivery
Controller

e Example 2

(_ Mid-Tier
- J App"cation

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Virtual SRX

o VSRX characteristics

Linux as Base OS

Data Plane Development Kit (DPDK) for 1/0

operations offers higher throughput
Single-root 1/0 virtualization (SR-10V)

Small computer system interface (SCSI)
virtual disk support

vNIC and VMXNET3 vNIC
4GB vRAM and 16GB vDisk

vCPUs can be independently assigned to
Routing Engine (RE)/Packet Forwarding
Engine (PFE)

Junos version—D70 introduces multicore
support for PFE

Virtual SRX System Requirements

o VSRX system requirements:

IN “RAIVI

Supported hypervisors

o VMware ESXi

o Linux KVM (CentOS, Ubuntu, Red Hat)
o Hyper-V

Memory and Disk Space

o 4GBRAM

o 16 GB (IDE or SCSI drives)
2vCPUs

vNICs

o Upto 10 for ESXi

o Upto 8for KVM/QEMU

®

MICRO

VSRXVM

Junos Control Plane
JCP/vRE

MGD RPD
Management Routing Protocol
Daemon Daemon

Data Plane Development Kit

Juniper Linux (Guest OS)

HYPERVISORS/CLOUD ENVIRONMENTS

KVM AWS Microsoft @
Microsoft Kernel-based Amazon Azure
b Hyper-V Virtual Web Cloud Contrail Cloud
Machines Services Deployment Deployment

Physical x86

For VMware, you can check for CPU and other
hardware compatibility at the VMware Compatibility
Guide webpage. You can access the website from the
Reference Links document in the Resources section.

For KVM,, it is recommended that you enable
hardware-based virtualization on the host machine.

You can verify CPU compatibility at the Linux-KVM
website. You can access the website from the
Reference Links document in the Resources section.

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.

Virtual SRX Installation

o vSRXinstallation:

Download the vSRX package
Import the VM

o Configure hardware resources
Configure interfaces

Start the VM and configure Junos




1. Srodowisko wirtualizacji vlunos-Router, vlunos-Switch, vlunos-SRX

Segmentation with vSRX: Layer 2

o Layer 2 case:
« Provides virtualized server segmentation
« vSRX operates in transparent mode
« Virtual machines (VMs) are tied to different vSwitches

o VMs are mapped to the same VLAN

External Interface

vSwitch VMs and VNFs
VLAN 10

P E
R vSRX R
A —
— —
— fj—

vSwitch vSwitch
VLAN 10 VLAN 10

L

3 VM4
Hypervisor

Physical Server

1 2

MICRO

Segmentation with vSRX: Layer 3

o Layer 3 case:
+ vSRX operatesin routed mode
+ Inter-VLAN traffic is inspected by the vSRX

« VMsare tied to different vSwitches

vSwitch vSwitch
VLAN 10 VLAN 20

11 1

VM-1 VM-3 VM-4

Hypervisor

Physical Server
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1. Srodowisko wirtualizacji vlunos-Router, vlunos-Switch, vlunos-SRX

Use Case: Private Cloud: Part 1

o Many large enterprises, financial
institutions, universities, and other
organizations have virtualized their data
centers to implement private clouds that
they control and manage

o ThevSRX can provide all the necessary
security benefits:

e Securely communicate through
routing, NAT, and VPNs

e Provide edge security
e Keepand provide functional separation

e Support compliance and regulatory
needs

IN “RAIVI
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Device Configuration Management

Cloud Orchestration (Several Options)

‘—_1
| ‘ Junos Space

%

Security Director Virtual Director

B .
I szy);cloudstack

vCenter

E@ vSRX

E'E'lg VvSRX
- |

= "

Virtual Machines

Virtual Machines

Department A

Department B
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1. Srodowisko wirtualizacji vlunos-Router, vlunos-Switch, vlunos-SRX

Public and Hybrid Cloud

o Customer segmentation

Device Configuration Management Cloud Orchestration (Several Options)
o Edgesecurit 9
i A 1 X unosspace N
o Controlled access to i ﬁ,] 2 § n &ioudslack
the VMs ® | openstack Vlv'lc'lwal’e
! Security Director Virtual Director | i
o Granular control over —_—
physical and virtual assets Customer A Customer B Customer C
Virtual Machines Virtual Machines Virtual Machines
FEHWEB||EEEWE[[BBEH EE

Customer A Premises Customer B Premises Customer C Premises

MICRO
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1. Srodowisko wirtualizacji vJunos-Router, vlunos-Switch, vJunos-SRX

Management Network Diagram Lab Network Diagram

Student Virtual Environment Console Q Q Internet
and VNC

Connections

— L1l 1L

Internet Host

8 172.31.15.1
VSRX-1 vSRX-VR Physical Laptops untrust zone %
Virtual Student
E@a E@a Laptop
| I VSRX-1
. ge-0/0/1 ge-0/0/2
Client Server AD .
Hypervisor Management Address trust zone (1) 1) DMZ zone
Virtual Switch
172.25.11.0/24 10.10.101.0/24 10.10.102.0/24
VSRX1 172.2511.1 e AN
Management Port VSRX-VR 172.25.11.3
. H Trust A DMZ i
xp0 (on vSRX-1 device) Student Desktop ~ 172.25.11.254 e (10) VSRXVR (10)
2e-0/0/0 (on vSRX-VR device) :
®
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2. Platforma Lab Junipera na bazie ustugi Google Cloud oraz EVE-NG

Emulated Virtual Environment

Free EVE Community Edition Version 6.2.0-4 Next Generation
eve Juniper JNCIA OSPF over GRE Tunnel la POC Lab E
. Vit o Created by Uldis, EVE Pro, 2021 i » UB2
Py d e e Used nodes in the POC: O
= Juniper vMX 18.4R1.8-VCP = (e
« Juniper vMX 18,4R1.8-VFP
« VPCS Host
7 ema /o= 0072
T
db AT A
mMCREDC .y (ge-004)— R T (ge-0105) (em2/ ge-0/0/0]] (em2 ge-0nioy | g (em3 1 ge-0i0i1)
P vMX2 P vMXS

» vMX0 » VSRXO » vMX0

OSPF Domain Area 0

(ge-00i4)
B = O

> vSRX1

https://www.eve-ng.net/index.php/documentation/community-cookbook/

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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2. Platforma Lab Junipera na bazie ustugi Google Cloud oraz EVE-NG

Dlaczego wirtualizacja na EVE-NG

e Szybkie testy laboratoryjne, np. nowego projektu
* Brak dodatkowych kosztow sprzetu

« SWIETNE do certyfikacji

* PotaczvlLabs, Mist oraz rzeczywiste urzgdzenia

* Rozpocznij bezptatnie zCommunity Edition

* Niezalezno$c¢ od dostawcy
 Swietne do testéw migracji Vmware — Najlepsza elastycznosé

* Niezwykle elastyczny (Bare-Metal, VM | On-Prem |
Kolokacja | Chmura)

£Y Google Cloud

Cloud - najlepsza opcja ,wiekszej mocy”

IN ‘RAIVI
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2. Platforma Lab Junipera na bazie ustugi Google Cloud oraz EVE-NG

» EVE running on GCP (Google Cloud Platform

» Ubuntu installed on BMS

» ESXi installed on BMS and EVE as VM inside ESXi

--—— =

» Windows Client running VMwareWorkstation, running EVE (EVEception!

vSRX Clusters (running on Satellite 03

IN “RAIVI
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2. Platforma Lab Junipera na bazie ustugi Google Cloud oraz EVE-NG

Zagadnienia dotyczace srodowiska
laboratoryjnego: Downloads Knowledge Base Juniper Support Portal Community
 Potrzebny DHCP?
 Potrzebny DNS? Find a Product
¢ AD? Komlete ry Zarzadzajace? KllenCIO Start typing a product name to find Software Downloads for that product.
Serwery testowe? (funkcja commit w EVE-NG)
* SieC zewnetrzna? Potrzebne laboratorium All Products Vo vjunes
testowe

View all products » vJunos-router

e Karty interfejséw na serwerze?
» Zapory sieciowe / NAT?
« VPN /MIST-Edge do laboratorium?
° 2 . :
Generatory ruchu? np. https://ostinato.org/ Virtual Route Reflector (VRR)

* Jedna duzatopologia lub wiele mniejszych? https://support.juniper.net/support/downloads/?p=virtual-route-reflector

vJunos-switch

vJunosEvolved

Apstra Fabric Conductor
https://support.juniper.net/support/downloads/?p=apstra

JSAVM
https://support.juniper.net/support/downloads/?p=juniper-secure-analytics

IN ‘RAIVI
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2. Platforma Lab Junipera na bazie ustugi Google Cloud oraz EVE-NG

Instalacja EVE-NG na GCP
https://www.eve-ng.net/index.php/documentation/installation/google-cloud-install/

HOME DOWNLOAD FEATURES DOCUMENTATION ] BUY

Google Cloud Platform (GCP) Server

Google Cloud Install EVE Professional/LC Google Cloud Platform installation

Please follow EVE Professional Cookbook section 3.4

EVE Community Google Cloud Platform installation

Please follow EVE Community Cookbook section 3.4

IN ‘RAIVI
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2. Platforma Lab Junipera na bazie ustugi Google Cloud oraz EVE-NG

Step 1: Connect to Google Cloud Platform (GCP)
https://console.cloud.google.com/getting-started

Step 2: Sign into GCP. Create a new GCP account if you do not already have one
Step 3: On the left side navigate to Compute Engine and press “Activate Cloud Shell”

Step 4: Create a nested Ubuntu 22.04 image.

gcloud compute images create nested-ubuntu-jammy --source-image-family=ubuntu-2204-lts --source-image-project=ubuntu-os-cloud --licenses
https://www.googleapis.com/compute/v1/projects/vm-options/global/licenses/enable-vmx

Step 5: Navigate: Navigation Menu/Compute Engine/VM Instances and press “CREATE INSTANCE”

- Assign the name for your VM

- Setyour own region and zone

- Edit your Machine Configuration. General-Purpose. Choose the series of CPU platform, Preferred are Intel CPU Cascade Lake. Series N2 CPU
- Choose Machine Type your desirable CPU and RAM settings

- Select Custom images, select OS nested-ubuntu-jammy you created previously. Choose Boot Disk type: HDD disk type and size. HDD size can
vary depends of your needs.

- Edit your Data Protection, select No backups.

- Edit your Networking Allow http traffic.

- Edit your Networking Allow http traffic.

- Edit Security and Disable Secure Boot and vIPM

- Create VM

®
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https://console.cloud.google.com/getting-started
https://console.cloud.google.com/getting-started
https://console.cloud.google.com/getting-started

Lab 1

Tworzenie srodowiska wirtualizacji dla vlunos

Connectto Google Cloud Platform

®
o
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Introducing Junos OS and the Hardware

*Wprowadzenie do kursu i platformy warsztatow

*Modut 0: Introducing Junos OS and the Hardware
*Modut 1: Junos Fundamentals

*Modut 2: Junos User Interface

*Modut 3: Junos Basic Configuration

*Modut 4: Junos Logging and Monitoring

*Modut 5: Junos Routing Policy and Firewall Filters
*Modut 6: Junos Routing Fundamentals

*Modut 7: Junos OS Switches

*Modut 8: Junos OS Architecture

*Modut 9: Junos J-Web

*Modut 10: Jak przygotowac sie do JNCIA-Junos
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Introducing Junos OS and the Hardware

Junos OS Architecture (1 of 3)

Packet-Based
o Session- Features
;% N Based
S = 3 Features
2 | = IS
£ | = 3
£ 2 &
£ | 2 = S
S 3 Application
* Layer
Security
Robust, Modular,
and Scalable
4

IN ‘RAIVI

MICRO

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.




Introducing Junos OS and the Hardware

Junos OS Architecture (2 of 3)

Routing Engine * Implemented on the RE

» Comprises Junos kernel,
processes, chassis management,
Ul, routing protocols, system
monitoring, and clustering control

Control Plane — _~Internal Link

* Implemented on the PFE

* Handles packet forwarding,
session setup and maintenance,

: ] Frames/Packets Out load balancing, security policy,

Packet Forwarding Engine screen options, VPN, and IDP

Forwarding Plane

Frames/Packets In

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Introducing Junos OS and the Hardware

Junos OS Architecture (3 of 3)

SNMP

Routing Engine

User

Routing Routing Protocol Interface Comimand Line Chassis
Tables Process Process Interface (CLI) Process

Forwarding
Forwarding §
Table

Interface Distributed Chassis

Process - ASICs - Process

Microkernel

IN “RAIVI
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Introducing Junos OS and the Hardware

Transit Traffic Processing

= |s forwarded through the local system
= RE provides forwarding table to PFE

= Examples of transit traffic include unicast and multicast traffic

Routing Engine

---------------------------------------------------------------------

Control Plane |

Frames/Packets In Frames/Packets Out

Packet Forwarding Engine

IN ‘RAIVI

MICRO

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.




Introducing Junos OS and the Hardware

Transit Traffic Processing

o Transit trafficis forwarded through the local system

o Examples of transit traffic include unicast and multicast traffic

Unicast Enters one ingress port and is transmitted out exactly one egress port toward its destination.

m Enters the transit device through a single ingress port and sent out through multiple egress ports after replication.

Routing Engine

CPU

Control Plane

Forwarding Plane
Layer 2, Layer 3
Forwarding Table

Packet Forwarding Engine

Multicast

Multicast

Multicast

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Introducing Junos OS and the Hardware

Exception Traffic Processing (1 of 2)
= Traffic destined for the local system is processed by RE CPU

= PFE processes special traffic including ICMP reply messages and
TTL expired messages

Routing Engine

CPU /
Control Plane o
Data Plane
Frames/Packets In ] | — e wa, 0
Frames/Packets Out| ] P PPPTTTL Ll L

Packet Forwarding Engine

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Introducing Junos OS and the Hardware

Exceptional Traffic Processing (2 of 2)

= Rate-limited on the internal link to protect the RE from potential DoS
attacks

= Control traffic is given preference when congestion exists
Routing Engine

|

A

Control Plane

---------------------------------------

i | < Built-In Rate Limiting

Data Plane

£ k
—tuaaaenmnuns®
Frames/Packets In

Packet Forwarding Engine

IN ‘RAIVI
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Introducing Junos OS and the Hardware

Evolution of Junos Software: The Next Step—Junos OS Evolved: Part 2

P
Junos Control | ;
(RPD, CoS, Sen)

DCD,...) Distributed State Infrastructure

Junos VM

Junos

Lirnux

Linux

CPU

o 32-bit o 64-bit FreeBSD o Separate control plane and o Codeinself-contained applications
FreeBSD o Virtualized Junos OS platform code o High horizontal and vertical scale
o CLI/XML over Linux e Rich and extensive APIs o  Application-level HA
o Combined o Multicore SMP o Fine-grained and pervasive telemetry
control plane capability :
o Model-driven APIs and software
and platform o NETCONF/Yang APl
code o Support of third-party software
1990's-2012 2012-2016 2017+ 2018+

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Introducing Junos OS and the Hardware

EX CAMPUS & BRANCH SWITCH PORTFOLIO

Cloud Native, Al Native Switching

NEW EX4000 EX4400-48MXP,
EX4100-H EX4400-48XP

Ruggedized High Power
Models Models EX4400-24X

EX4600 QFX5110 QFX5130
EX4650 QFX5120 B QFX5700

Access Distribution / Core
Cloud-ready, Al-driven switches (Wired Assurance)

Multi-Gig, PoE .
1G/Multi-Gig 1G, PoE+, Fixed f:'up t‘;gﬁm?n i Multi-Gig Multi-Gig, PoE++
PoE, PoE++, Fixed PSU || Uplinks, Fixed 1G. PoE+ Fixed Uplink;; PoE++{90W), (up to 90W),
PSU and Fans ' , ’ ' Uplink Options 10/40/100GbE
and Fans, Compact, PN AN' Redundant PSU || Redundant PSU Redundant upto 1 10/40GbE 10/25/1 E
Fanless option, 10G || EYPNVXLAN, | ang fans, Fixed || and Fans, EVPN- || Power Suppies || BIOUSDR || 10/25/100GbE | [ 19720 f 00GLE
Stacking, 10G Fixed Béseg“" Uplinks VXLAN, GBP, || and Fans, EVPN- ’

GBP, Flow-Based
Uplinks Telemetry l-:lr(;w _Bau_sef VXAN Telemetry

Modular
1/10/25/40/100/400GbE

MICRO
®
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Introducing Junos OS and the Hardware

Juniper SRX Series Portfolio

Branch Campus & Scale-Out DC/Cloud/SP Scale-Up DC/Cloud/SP

SRX300 ==L

SRX1500

= -

SRX4100

| _

SRX4200

- 0
H - i @ canalys
Cloud Firewalls Gartner e
| Products . " 2022
@ 'YEAR .
2022 - S

Enterprise Firewall Magic 3-time Cvb itv Ch |
Secure Edge Cyberratings Secure Edge Quadrant I?ﬁanrpiz;fgirgnm:: ne
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Introducing Junos OS and the Hardware
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Junos Fundamentals

*Wprowadzenie do kursu i platformy warsztatow

*Modut 0: Introducing Junos OS and the Hardware
*Modut 1: Junos Fundamentals

*Modut 2: Junos User Interface

*Modut 3: Junos Basic Configuration

*Modut 4: Junos Logging and Monitoring

*Modut 5: Junos Routing Policy and Firewall Filters
*Modut 6: Junos Routing Fundamentals

*Modut 7: Junos OS Switches

*Modut 8: Junos OS Architecture

*Modut 9: Junos J-Web

*Modut 10: Jak przygotowac sie do JNCIA-Junos
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Junos Fundamentals

¢ Networking devices can be routers, switches, firewalls, or a combination of these

e There are two broad categories of devices that run Junos OS

Fixed-Port Devices Modular Devices

ABe
. & & o ® o

. .
—_—
a

" 8 9 & 8 4 @

4 QSFP Network Ports 8 SFP+ Network Ports Management Ports

Each up to 100 Gbps Each up to 10 Gbps You'll come back to these later

o
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Junos Fundamentals

Juniper Hardware Components

= Major Router Hardware Components
* Routing Engines
» Control Board
» Switch Interface Board (SIB)
* Power Supply
+ Cooling System
» Switch Control Board (SCB)
* Dense Port Concentrators (DPC)
* Flexible PIC Concentrators (FPC)
* Physical Interface Card (PIC)

i P i
e e e " e e %"

The Routing Engine is built
into the device.

RE, both swappable

One primary RE, one backup
®

IN ‘RAIVI

MICRO

These slots can take:
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Each line card has a number

Line cards with network interfaces

o For transit traffic

Line cards with extra features

© Such as security services




Junos Fundamentals

Management Interfaces Internal Interfaces Network Interfaces Loopback Interfaces

Connect to Connect control Connect Logical ) o User-configurable
. . : interface-lo0, that is ;
management and forwarding media-specific | services such as
network planes network bl B encryption and
tunneling
e st0 gr,andip
Interface Naming
. MOSt Interfaces are named accordlng tO: Note: Whilel different platff)rms use different
* Interface media type (ge, xe, et, and so forth) |y s e e, o
+ Line card (FPC) slot number ~— .

Interface media type

[ (ge. xe)

* Interface card (PIC) slot number ._J
* Port number

\

mn Interface card
— Ports PIC
. Interface Card [l )
Interface naming example: = j Line card slot number

ge-0/2/3 = port 3 of a Gigabit Ethernet PIC in slot 2 on FPC O

’ S Line card
Note: Slot and port numbering begins Lin: pcgrd

with zero (0) rather than one (1).

Interface card (PIC)
slot number

_ T

= Other interface name designations exist, such
as lo0, irb, ae, and so forth

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos Fundamentals

The letters indicate the

Examples of interface names:

physical interface presentation:

xe-0/0/0 ge-1/0/0 ge-0/0/3 xe-1/1/9 et-2/0/1
xe-0/0/1 ge-1/0/1
xe-0/0/2 ge-1/0/2
xe-0/0/3 ge-1/0/3
-1/0/4

EZ_J O? 5 The numbers indicate
et-2/0/0 ge-1/0/6 the location on the chassis:
et-2/0/1 ge-1/0/7

ge-1/0/8 ge-0/0/3 xe-1/1/9 et-2/0/1

Fast Ethernet Gigabit Ethernet Example.:s
(100 Mbps) (1 Gbps) names:
ge=0yn s
xe=-1/1/2
et-3/2/0
10 Gbps Ethernet
Ethernet (40 Gbps and above)

MICRO
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Junos Fundamentals

¢ The numbers indicate the location on the chassis
o Forexample:
o 4-=Linecard
o 2 =0ne of two things:
* Aninterface card within a line card
= Aspecific section of a line card

o 0=The port number itself

xe-4/2/0

e This interface naming scheme is used on all Junos devices
o Thereis one consistent naming convention, on every single device
= Even on devices without line cards
o Your customer’s MX204 has 12 network ports across two PICs
= Four 100-Gbps QSFP ports, 0/0/0to0/0/3
= Eight 10-Gbps SFP+ ports,0/1/0to 0/1/7

A0

R B xe-4/2/0

¢ o o

xe-4/2/0
x
(9]
employee@R1l> show interfaces terse xe-0/1/1
Interface Bdmin Link Proto Local Remote
xe-0/1/1 up up
xe-0/1/1.0 up up inet 172.16.10.1/24
ineté6 2000 db8- 0210501 /64
feB80::3a4f:49ff:feB80:£408/64
multiservice
Port numbers are shown

under each port.




Junos Fundamentals

. . Junos OS strives for consisten
i

o Logical unit and encapsulation e Physical properties always go e Logical properties always go on
o Logical unit is always required in Junos OS on the physical interface. the logical interface.
e Some encapsulations support only one logical unit o Physical MTU o Layer 3SMTU
e Logical unit numbers and circuit identifiers do not need to match o Speed o |P addresses
e Support multiple protocol addresses
o Duplex o VLAN tags

For example—ge-0/0/14.

DR EEIC B show interfaces descriptions

Interface Admin Link Description
xe-0/1/1 up up Corporate LAN
employe=@R1> show interfaces terse xe-0/1/1 xe-0/1/2 up up Server LAN
Interface Admin Link Proto Local Remote xe-0/1/3 up up Guest LAN
el uwpeup xe-0/1/6 up up WAN - Connection to the Internet

xe—0/1/1.0 up up inet 2GRl A2 4
inet6 2001:db8:0:10::1/64
fe80::3a4f:49ff:fe80:£408/64

multiservice .
xe-0/1/1.0 Notice that IP

protocols are on the

is the logical S
s logical interface.

interface.
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Junos Fundamentals

employee@R1> show interfaces xe-0/1/2

, Enabled, Physical link is Up
Interface index: 167, SNMP ifIndex: 519
Description: Server LAN
Link-level type: Ethernet, MTU: 1514, MRU: 1522, LAN-PHY mode, Speed: 10Gbps,
BPDU Error: None, Loop Detect PDU Error: None, MAC-REWRITE Error: None,
Loopback: None, Source filtering: Disabled, Flow control: Enabled,
Speed Configuration: Auto

Pad to minimum frame size: Disabled

Speed and MTU

info Device flags : Present Running

Interface flags: SNMP-Traps Internal: 0x4000

Can you find the Link flags : None

Layer 2 MTU? CoS queues : 8 supported, 8 maximum usable queues
Schedulers : 0
Current address: 38:4£:49:80:£4:09, Hardware address: 38:4f:49:80:£f4:09
Last flapped s 2023-09-21 11:45:06 UTC {(1lw3d 09:01 ago)
Input rate : O bps (0 pps)
Output rate : 0'bps (9 pps)
Active alarms : None
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Junos Fundamentals

employee@R1> show interfaces xe-0/1/2
Physical interface: xe-0/1/2, Enabled, Physical link is Up
Interface index: 167, SNMP ifIndex: 519
Description: Server LAN
Link-level type: Ethernet, MTU: 1514, MRU: 1522, LAN-PHY mode, Speed: 10Gbps,
BPDU Error: None, Loop Detect PDU Error: None, MAC-REWRITE Error: None,
Loopback: None, Source filtering: Disabled, Flow control: Enabled,
Speed Configuration: Auto
Pad to minimum frame size: Disabled

Device flags : Present Running

Interface flags: SNMP-Traps Internal: 0x4000

Link flags : None

CoS queues : 8 supported, 8 maximum usable queues

schedulers =

Current address: 38:4f:49:80:f4:09, Hardware address: 38:4f:49:80:£4:09
Last flapped : 2023-09-21 11:45:06 UTC (lw3d 09:01 ago)

Input rate : 0 bps (0 pps)

Output rate = 0 bps (0 pps)

Active alarms : None

{snip - we’ve cut 10 lines of statistics that you’ll return to later}
{The output continues on the next slide}

®
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Junos Fundamentals

employee@R1> show interfaces xe-0/1/2
{ship - output below 1s continued from the previous slide)}

Logical interface xe-0/1/2.0 (Index 350) (SNMP ifIndex 545)
Flags: Up SNMP-Traps 0x4004000 Encapsulation: ENET2
Input packets : 502467
Output packets: 32319
Protocol inet, MTU: 1500
Max nh cache: 100000, New hold nh limit: 100000, Curr nh cnt: O,
Curr new hold cnt: 0, NH drop cnt: O

Flags: Sendbcast-pkt-to-re
Addresses, Flags: Is-Preferred Is-Primary
Destination: 172.16.200/24,. Tocal: 172.16.200.1, Brozsdcast:
172.16:200.255

Protocol inet6, MTU: 1500

Max nh cache: 75000, New hold nh limit: 75000, Curr nh cnt: 0,
Curr new hold cnt: 0, NH drop cnt: O

Addresses, Flags: Is-Preferred Is-Primary
Destination: 2001:db8:0:20::/64, Local: 2001:db8:0:20::1
Addresses, Flags: Is-Preferred
Destination: fe80::/64, Local: fe80::3a4f:49ff:feB80:£409

A 4

IPvé (inete6)

info starts
here.
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Junos Fundamentals

On many keyboards:

Shift + Backslash = |

Possible completions:

In this module, we will show you:

count
except
find

match

employee@R1> show interfaces terse | ?

append Append output text to file

count Count occurrences

display Show additional kinds of information

except Show only text that does not match a pattern
find Search for first occurrence of pattern

hold Hold text without exiting the --More-- prompt
last Display end of output only

match Show only text that matches a pattern

no-more Don't paginate output

refresh Refresh a continuous display of the command
request Make system-level requests

resolve Resolve IP addresses

save Save output text to file

tee Write to standard output and file

trim Trim specified number of columns from start of line

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos Fundamentals

e Usematch toonly show lines of output that contain certain text
o Very helpful with long output—you can display only the pieces you want to see

o This output shows all xe interfaces on PIC 1 that are down

employeel@R1> show interfaces terse xe-0/1/* | match down

xe-0/1/0 up down
xe-0/1/0.16386 up down
xe-0/1/4 up down
Very helpful command xe-0/1/4.16386 up down
during troubleshooting! %e-0/1/5 e gt
xe-0/1/5.16386 up down
xe-0/1/7 up down
xe-0/1/7.16386 up down

Junos adds dummy units to

unconfigured interfaces.

IN ‘RAIVI
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¢ Youcaneven search for multiple strings of text at once

o Thesyntaxismatch "physical|flapped"

= Put apipe between each string of text and wrap the whole thing in quotes

o The pipein quotesis alogical OR

= Aline matches if it contains either word

employee@R1l> show interfaces xe-0/1/* | match "physical|flapped"
Physical interface: xe-0/1/0, Enabled,
20230521

Quick way to see if any
interfaces have
flapped recently.

Last flapped
Last flapped

Last flapped

We've color-coded some
interfaces to help them
stand out.

Last flapped

Last flapped

Physical interface:

Last flapped

Multiple IPs on Interfaces

The reasons for adding multiple IPs to one interface, and the
consequences for the source IP of traffic from that device

Physical interface:
Physical interface:
Physical interface:

Physical interface:

xe-0/1/1,

2023-09=21

xe-0/1/2,

2023=08=21

xe-0/1/3,

2023=0¢=21

xe-0/1/4,

2023-09-21

xe-0/1/5,

2023=095= 21

11:45:06
Enabled,
11:45=06
Enabled,
11045 =06
Enabled,
11 =45:108
Enabled,
11:45:02
Enabled,
=2 A5 =102

Physical link is Up
UTC (lw3d 09:06 ago)
Physical link is Up
UTC (lw3d 09:06 ago)
Physical link is Up
UTC (lw3d 09:06 ago)
Physical link is Up
UTC (lw3d 09:06 ago)
Physical link is Down
UTC (lw3d 09:06 ago)
Physical link is Down
UTC (lw3d 09:06 ago)

Virtual Interfaces

You'll learn about IRB interfaces on Layer 3 switches, and
loopback interfaces for protocols and management

Management and Console Ports

Avariety of ports dedicated to different
management methods

Interfaces with Multiple Units

The solution to your customer’s poorly
designed LAN network

IN “RAIVI
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Junos Fundamentals

Hierarchy View

Displays the configuration as a series of indented tabs.

interfaces {
xe-0/1/1 {
description "Corporate LAN";
mtu 1800;
amaE E
family inet ({
address 72 6 S0 /A 20
}
family ineté {
address 2000 dh8 : 0= 00z =164

Displays the actual commands that you type to configure the device.

Notice how elements

set
set
set
set
set
set
set
set
set

IN ‘RAIVI:

interfaces xe-0/1/1 description "Corporate LAN"

interfaces xe-0/1/1 mtu 1800

interfaces xe-0/1/1 unit 0 family inet address 172.16.10.1/24
interfaces xe-0/1/1 unit 0 family inet6 address 2001:db8:0:10::1/64
interfaces xe-0/1/2 description "Server LAN"

interfaces xe—-0/1/2 unit 0 family inet address 172.16.200.1/24
interfaces xe-0/1/2 unit 0 family inet6 address 2001:db8:0:20::1/64
interfaces xe-0/1/3 description "Guest LAN”

interfaces xe-0/1/3 unit 0 family inet mtu 1000

®
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interfaces |{

of this interface are xe-0/1/1 L

indented below it. description "Corporate LAN";
mtu 1800;
unit 0 {

family inet {

address INVREEHIRVEY -
}

family inet6 {
address 2001:db8:0:10::1/64;
}
}

- }
The§amelshueof -Gl |
this interface. description "Server LAN";

i = G
family inet {

employee@R1> show configuration | display set

set version 22.4R1.10

set system host-name R1

set system root-authentication encrypted-password
"$6$YS4u.arpsbebdbutypFVSpgqdo33nXvY1MEENUh9yRHD4Vg8ka031R7CI . xKdb0Op£8
set system login user employee uid 2000

set system login user employee class super-user

set system login user employee authentication encrypted-password
"$65gjAdQdwKSLTqWOAJOLYABBY ] SNGMQYGIi0. VXoyIVBdVrkfPUEB7fNczS6d8sGyra
set system services ssh

set system services telnet

set system syslog file interactive-commands interactive-commands any




Junos Fundamentals

employee@R1l> show configuration system | display set

set system host-name R1

set system root-authentication encrypted-password "$6$YS4u.arp
$bebdbutypFVSpqJdo33nXvY1IMEEnNUh9yRHDka031R7CI . xKdbOpf8cExd7EZs1sMBIbFCO00"
{snip}

employee@R1> show configuration interfaces | display set
set interfaces xe-0/1/1 description "Corporate LAN"
set interfaces xe-0/1/1 mtu 1800

{snip}

employee@R1l> show configuration protocols | display set
set protocols 11dp interface xe-0/1/1

set protocols lldp interface xe-0/1/2

{snip}

IN ‘RAIVI
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Junos Fundamentals

e These four lines define the interface settingson xe-0/1/1
o Readthem slowly—they are quite easy to understand
o Notice that the IP settingsareonunit 0

= Logical settings are set on the logical interface

A custom set interfaces xe-0/1/1 description "Corporate LAN"

description

Physicalmtu set interfaces xe-0/1/1 mtu 1800

IPv4 address

[inet) set interfaces xe-0/1/1 unit 0 family inet address 172.16.10.1/24

IPvé address

(inet6) set interfaces xe-0/1/1 unit 0 family ineté6 address 2001:db8:0:10::1/64

IPs are configured on Use slash notation to

the logical unit. define the subnet size.

, . . . - Show the config in set format
employee@R]l> show configuration interfaces display set match mtu €¢——
pLoy gt | pLay I and search for the textmtu.

set interfaces xe-0/1/1 mtu 1800
set interfaces xe-0/1/3 unit 0 family inet mtu 900

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos Fundamentals

employee@R1> show configuration interfaces | display set

set
set
set
set

set
set
set

IN ‘RAIVI

interfaces
interfaces
interfaces
interfaces

interfaces
interfaces
interfaces

interfaces
interfaces
interfaces
interfaces

interfaces
interfaces
interfaces

MICRO

xe-0/1/1
xe—U0ils1
xe-0/1/1
xe-0/1/1

xe-0/1/2
xe—-0/1/2
xe-0/1/2

Xe—-0/1f3
xe-0/1/3
xe-0/1/3
xe-0/1/3

xe-0/1/6
xe-0/1/6
xe-0/1/6

description "Corporate LAN"

mtu 1800

unit 0 family inet address 172.16.10.1/24

unit 0 family inet6é address 2001:db8:0:10::1/64

description "Server LAN"
unit 0 family inet address 172.16.200.1/24
unit 0 family inet6é address 2001:db8:0:20::1/64

description "Guest LAN"

unit 0 family inet mtu 900

unit 0 family inet address 172.16.33.1/24
unit 0 family ineté6

description "WAN - Connection to the Internet"
unit 0 family inet address 10.1.254.1/24
unit 0 family inet6é address 2001:db8:1:254::1/64

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.

WAN
xe-0/1/6

xe-0/1/1 =Corporate
xe-0/1/2 =Server




Lab 2

Tworzenie srodowiska wirtualizacji dla vlunos

EVE-NG jak ustawic¢ dostep do Internetu
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Junos User Interface

*Wprowadzenie do kursu i platformy warsztatow

*Modut 0: Introducing Junos OS and the Hardware
*Modut 1: Junos Fundamentals

*Modut 2: Junos User Interface

*Modut 3: Junos Basic Configuration

*Modut 4: Junos Logging and Monitoring

*Modut 5: Junos Routing Policy and Firewall Filters
*Modut 6: Junos Routing Fundamentals

*Modut 7: Junos OS Switches

*Modut 8: Junos OS Architecture

*Modut 9: Junos J-Web

*Modut 10: Jak przygotowac sie do JNCIA-Junos
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Junos User Interface

Junos CLI Basics

Text-based command shell

+ Available through the virtual console on
virtualized devices

Junos CLI  * Accessible through the console port using a terminal
emulation program
* Uses RJ-45 RS232 @ 9600 bps, 8/1/N (non-
configurable)

» Accessible through network ports using management protocol such as
Telnet or SSH program
* Requires network interface and related configuration
» Many Junos devices include a dedicated management Ethernet interface
used for out-of-band access

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos User Interface

Logging In
o The root user must start the CLI from the shell:

e Remember to exit the root shell after logging out of the CLI

router (ttyu0)
login: root

Password: Shell Prompt
-== JUNOS 21.2R1.10 Kernel 64-bit XEN JNPR~12.1-20210529.2f59a40_buil

root@router%

root@router$ ecli

root@router> CLI Prompt

root@router:~ # ecli

In VSRX, the root login prompt from the shell shows # instead of %.

IN “RAIVI
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Junos User Interface

CLI Modes

Monitor and troubleshoot the software, network
connectivity, and hardware

Operational Mode

The > character identifies

user@router> :
operational mode

Configure the device, including interfaces, protocols,
user access, and system hardware properties

Configuration Mode

[edit] The # character identifies
user@router# configuration mode

IN “RAIVI
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Junos User Interface

Context-Sensitive Help

o CLI provides context-sensitive help at any point in a command line

o Type ? anywhere on the command line to get help:

user@router> ?
Possible completions:

clear Clear information in the system

configure Manipulate software configuration information
file Perform file operations

help Provide help information

user@router> clear ?
Possible completions:

amt Show AMT Protocol information

arp Clear address resolution information
auto-configuration Clear auto-configuration action

bfd Clear Bidirectional Forwarding Detection information

MICRO
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Junos User Interface

Topical Help

The help topic command provides topical information:

user@router> help topic interfaces ?
Possible completions:

accept-data Accept packets destined for virtual address
accept-source-mac Policers for specific source MAC addresses
access-profile-chap CHAP profile associated with physical interface
accounting Packet counting for transit traffic

accounting-profile Accounting profile

acfc Compression of Address and Control fields in PPP header

user@router> help topic interfaces address
Configuring the Interface Address

You assign an address to an interface by specifying the address when
configuring the protocol family. For the inet family, configure the
interface's IP address. For the iso family, configure one or more
addresses for the loopback interface. For the ccc, tcc, mpls, tnp, and
vpls families, you never configure an address.

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Introducing Junos OS and the Hardware

Help With Configuration Syntax

The help reference command offers configuration syntax help:

user@@router> help reference interfaces address
address

Syntax

address address {
arp ip-address (mac | multicast-mac) mac-address <publish>;
broadcast address;

LI

Hierarchy Level
[edit interfaces interface-name unit logical-unit-number family family],

[edit logical-routers logical-router-name interfaces interface-name unit
logical-unit-number family family]

IN “RAIVI
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Junos User Interface

Commands and Variable Completion

o Use the Tab key to complete commands and variables:

[edit policy-options]

user@router# show policy-statement t<tab>his-is-my-policy
then accept; l Press Tab to complete

assigned variables.

[edit policy-options]
user@router#

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos User Interface

Editing Command Lines

o Emacs-style editing sequences are supported:

o userf@router> show interfaces

o Ctrl+b

user@router> show interfaces
A Cursor Position
Keyboard Sequence o Ctrl+a

user@router> show interfaces

A

o Ctrl+f
user@router> show interfaces

o Ctrl+e
user@router> show interfaces

A

IN “RAIVI
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Junos User Interface

Editing Command Lines

Supported keyboard sequences are:

Keyboard Sequence Function

Ctrl+b Moves the cursor left one character

Ctrl+a Moves the cursor to the beginning of the command line
Ctrl+f Moves the cursor right one character

Ctrl+e Moves the cursor to the end of the command line
Delete and Backspace Deletes the character before the cursor

Ctrl+d Deletes the character over the cursor

Ctrl+k Deletes from the cursor to the end of the line

Ctrl+u Deletes all characters and negates the current command
Ctrl+w Deletes the entire word to the left of the cursor
Ctrl+l Redraws the current line

Ctrl+p,Ctrl+n Repeats the previous and next command in the command history, respectively
Esc+d Deletes the word to the right

Esc+b Moves the cursor back one word with no delete

Esc+f Moves the cursor forward one word with no delete

Esc key Release the key and press it again for each occurrence
ctrl key Hold down for multiple occurrences

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos User Interface

Using | (Pipe)

o Use | (pipe) to filter and manipulate command output:

userf@router> show route | ?
Possible completions:

append Append output text to file

count Count occurrences

display Show additional kinds of information

except Show only text that does not match a pattern
find Search for first occurrence of pattern

hold Hold text without exiting the --More-- prompt
last Display end of output only

match Show only text that matches a pattern

no-more Don't paginate output

request Make system-level requests

resolve Resolve IP addresses

save Save output text to file

tee Write to standard output and file

trim Trim specified number of columns from start of line
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Junos User Interface

Using | (Pipe)

List of pipe options available are:

Pipe Option Description

append <file-name> Append the output to a specified <file-name>

compare <filename> | Available in the configuration mode using only the show command. Compares configuration
rollback <n> changes with another configuration file.

count Displays the number of lines in the output

Available only in the configuration mode. Tags changes with junos : changed attribute only for

; h
display changed XML use.

display commit-scripts Shows data after Junos OS applies commit scripts

Available only in the configuration mode. Displays additional information about the contents of
the configuration.

Available only in the configuration mode. Displays inherited configuration data and source
grouo.

display omit Available only in the configuration mode. Omits configuration statements with the cmit option.

display detail
display inheritance

Available only in the configuration mode. Shows set commands that created configuration

displa o
e B statements.

display xml Displays the output in Network Configuration Protocol/XML format

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos User Interface

CLI Operational Mode

o Execute operational mode commands to monitor and control the operation of devices running Junos OS

¢ Hierarchy of commands

o Junos OS also adds additional flexibility through the run command

......................................................

T T T T T

user@router> show ospf interface

Less Specific clear configure help monitor set show
arp configuration ospf version
T 1

More Specific database interface neighbor

MICRO
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Junos User Interface

Operational Mode Capabilities

o Key operational mode capabilities include:
userf@router> ?

e Entering the configuration mode Possible completions: _ , ,
clear Clear information in the system
e Controlling the CLI environment Ezgflgure gz:;ﬂ;a;zl\:gi;:i;iigizflguranon R EERNE .
_— help Provide help information
o Exiting the CLI load Load information from file
monitor Show real-time debugging informaticn
¢ Monitoring and troubleshooting mtrace Trace multicast path from source to receiver
op Invoke an operation script
e Copying files ping Ping remote target
quit Exit the management session
" Restarting software processes regquest Make system-level requests
restart Restart software process
save Save information to file
set Set CLI properties, date/time, craft interface message
show Show system information
ssh Start secure shell on another host
start Start shell
telnet Telnet to another host
test Perform diagnostic debugging
traceroute Trace route to remote host

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos User Interface

Entering Configuration Mode: configure and configure exclusive

o Multiple users can enter the configuration mode and commit changes

o When any of the users editing the configuration issues a commit command, all changes made by all
users are checked and activated

o Use the configure exclusiwve command to exclude other users from editing the configuration:

e Any uncommitted changes are discarded when users exit

user@router> configure exclusive
warning: uncommitted changes will be discarded on exit
Entering configuration mode

[edit]
user@router#

MICRO
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Junos User Interface

Entering Configuration Mode: configure private

o Usethe configure private, configure batch, and configure dynamic commands to customize the way
configuration changes are handled by Junos OS

o Usethe configure private command to enable users to edit private copies of candidate configuration concurrently:
o When users issue a commi t, their private changes merge back into the global configuration
e Any uncommitted changes are discarded when users exit
e When auser is in the private mode, other users must enter the private mode or use configure exclusive
e If two users make competing changes, the first user’'s commit succeeds, and the second user receives a warning

o The second user must issue a second commit to activate the change

walter@router> configure private

warning: uncommitted changes will be discarded on exit
Entering configuration mode

Users currently editing the configuration:

nancy terminal pts/0 (pid 73413) on since 2021-04-07 10:22:42 UTC, idle 00:00:30 Enables other users to edit
. private [edit] private copies of the
[ed1it] candidate configuration.
walter@routers
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Junos User Interface

Configuration Statement Hierarchy

o CLI operational mode: show command: To display specific operational information

o CLI configuration mode: show command: To display the statement hierarchy

[edit]

T T T T

chassis interfaces protocols services system

" -
user@router# edit protocols 1 l 1 El 1 l l l 1

ospf area 51 stub
bgp isis mpls ospf pim rip rsvp VIrp

[edit protocols ospf area

0.0.0.51 stub)] —
user@router# l§ 1 1 l 1

3 raceful-restart 2 . -
area area id g overload traffic-engineering
—_—

lll.l .l iote Bascie

area-range area range interface nssa stub
—
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Junos User Interface

Configuration File is Hierarchical

o Enter CLI commands without curly brackets:

[edit system]
user@router# set services rest traceoptions level brief

o Theresultis a hierarchical configuration file, complete with curly brackets:

[edit system]
user@router# show services
ssl {
traceoptions {
level brief;

}
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Junos User Interface

Adding Configuration Statements

Use set to add configuration statements:

[edit system services]
user@router# show
ssh;

telnet;

[edit system services]
userfrouter# set ftp FTP service is added.

[edit system services]
user@router# show
ftp;

ssh;

telnet;
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Junos User Interface

Removing Configuration Statements

o Use the delete command to remove statements:

[edit system services]
user@router# show

ftp:

ssh;

telnet;

[edit system services]
user@router# delete telnet

[edlit system services]
user@router# show

ftp:

ssh;
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Junos User Interface

*Wprowadzenie do kursu i platformy warsztatow

*Modut 0: Introducing Junos OS and the Hardware
*Modut 1: Junos Fundamentals

*Modut 2: Junos User Interface

*Modut 3: Junos Basic Configuration

*Modut 4: Junos Logging and Monitoring

*Modut 5: Junos Routing Policy and Firewall Filters
*Modut 6: Junos Routing Fundamentals

*Modut 7: Junos OS Switches

*Modut 8: Junos OS Architecture

*Modut 9: Junos J-Web

*Modut 10: Jak przygotowac sie do JNCIA-Junos
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Junos Basic Configuration

Initial Configuration Checklist

o When the initial configuration is performed, the root authentication must be included
o Typically also includes:

e Hostname

e Domain name

¢ Domain Name System (DNS) servers

e Timeanddate

o Users

o Mustinclude root password (restrictions exist):

e Minimum password length is six characters

e Password requires change of case, digits, or punctuation

IN “RAIVI
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Junos Basic Configuration

Ustawienie hostname w Junos: Tworzenie nowego uzytkownika:

> configure # set system login user admin1 class super-user

# set system host-name NAZWA_HOSTA # set system login user adminl authentication plain-text-password
#commit

Ustawienie domain-name w Junos:
# set system domain-name example.local

Ustawienie DNS w Junos:
# set system name-server 8.8.8.8
# set system name-server 1.1.1.1

Klasa Uprawnienia

super-user Pelne uprawnienia — moze wykonywac wszystkie operacje, w tym commit

Reczne ustawienie daty i czasu:
# run set date YYYYMMDDHHMM (set date 202505271030) operator @ Tylko operacyjne — moze wykonywac operacje, ale nie zmienia¢ konfiguracji
# run show system uptime

read-only . Tylko do odczytu — moze przegladac konfiguracje i status, ale nic nie moze
Ustawienie automatyczne — przez NTP: .,
# set system ntp server 0.pool.ntp.org Zmieniac
# set system ntp server 1.pool.ntp.org

unauthorized 2 Brak dostepu — uzytkownik moze sie zalogowad, ale nie ma uprawnieni do
Ustawienie hasta root przez CLI: zadnych komend
# set system root-authentication plain-text-password
New password: - . . Lo . . .
Retype new password: maintenance L Dostep serwisowy — uzywany gtownie przez Juniper do celéw serwisowych
#commit

device-control Y Dostep do funkgji zarzadzania fizycznym urzadzeniem (np. zasilanie,

hardware)

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Lab 3

Podstawy konfiguracji Junos OS (vlJunos)

Wstepna konfiguracja routera SRX

®
o
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Junos Basic Configuration

Wytaczenie zasilania (shutdown). Aby bezpiecznie wytgczy¢ urzadzenie, najpierw nalezy zapisac konfiguracje (jesli zmieniates cos):

> request system power-off

Zatrzymanie systemu (shutdown/reboot w trybie awaryjnym). Jesli chcesz zatrzymac system, ale nie wytacza¢ zasilania, mozna uzy¢:
> request system halt

Restart (reboot) systemu. Aby zrestartowac urzadzenie:

> request system reboot

System zapyta o potwierdzenie — mozesz potwierdzi¢ lub doda¢ no-confirm aby pomina¢ pytanie:

> request system reboot no-confirm

Jak usung¢ biezaca konfiguracje:
> request system zeroize

Co robi request system zeroize? Usuwa wszystkie konfiguracje zapisane na urzadzeniu.

Usuwa pliki dziennika i inne dane systemowe. Resetuje hasto uzytkownika do fabrycznego (zwykle root bez hasta lub z domysinym hastem).Urzadzenie zostanie automatycznie
zrestartowane po zakonczeniu procesu. Po restarcie urzagdzenie bedzie miato ustawienia fabryczne i bedzie wymagato ponownej konfiguracji. Operacja ta jest odpowiednia, gdy
chcesz catkowicie wyczysci¢ urzadzenie przed np. przekazaniem dale;j.

Odzyskiwanie hasta roota RASSEEREIIUNSRUF
clean, 102773 free

L '-'-',TP:‘m

podczas bootowania.
Dostep tylko z konsoli ER e

®
o
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Junos Basic Configuration

W Junos OS sekcja system services w konfiguracji stuzy do wtgczania ustug sieciowych takich jak
SSH, Telnet, HTTP, Netconf, SNMP itp. Ustugi te umozliwiajg zdalny dostep i zarzadzanie
urzgdzeniem.

> configure
set system services ssh
set system services netconf ssh Ustuga Polecenie do wiaczenia
set system services web-management http _
set system services web-management https system-generated-certificate SSH set system services ssh
commit
Telnet set system services telnet
Co to oznacza:
ssh —wigcza dostep SSH do L,Jrzadzema' . . FTP (dostep do plikéw) set system services ftp
netconf ssh — wtacza protokét NETCONF przez SSH (do automatyzacji zarzadzania).
web-management — umozliwia dostep przez HTTP/HTTPS do GUI (jesli obstugiwane).
. . . . . , Web GUI (HTTR/HTTPS) set system services web-management
interface vlan.0 — wskazuje interfejs, na ktérym ma dziataé¢ GUI
Ograniczenie ustug do konkretnego interfejsu lub adresu: NETCONF (do automatyzacj) set system services netconf ssh
set system services ssh interface ge-0/0/0.0 ( lub np fx0) SNMP set snmp community public authorization read-enly

Sprawdzenie konfiguracji:

show configuration system services

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.

IN ‘RAIVI

MICRO




Junos Basic Configuration

Ustawienie konfiguracji ratunkowej:
# set system rescue-configuration

Wyswietlenie konfiguracji ratunkowej:
# show system rescue-configuration

Przywracanie:
# rollback rescue

Jak zrobi¢ upgrade Junos z CLI:
- Mozesz przestac obraz na urzgdzenie przez SCP, FTP lub USB:
> scp junos-install-package.tgz user@device:/var/tmp/

Pobranie obrazu ze strony Junipera z tymczasowego linku:
> start shell

> fetch http://adres-do-obrazu/junos-install-package.tgz /var/tmp/junos-install-package.tgz

Instalacja obrazu:

> save /var/tmp/config-backup.conf

> request system software add /var/tmp/junos-install-package.tgz no-validate
> request system reboot

Po restarcie sprawdz wersje:
>show version

IN ‘RAIVI
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https://support.juniper.net/support/downloads/?p=srx300

Support Downloads Knowledge Base Juniper Support Port

Find a Product

Start typing a product name to find Software Downloads for that product.

All Products v SRX300

View all products »

Download Results for: SRX300

Select: OS | Junos v VERSION | 244

Juniper

NETWO

To download the image on your localhost, CLICK HERE

To download the image directly on your device, use the following URL:

https:/icdn_juniper.net/software/junos/24. 4R 1/junos-install-srxsme-mips-64-24 4R 1.9 tgz?
SM_USER=przemyslaw krzywiec@ingrammicro.com&__gda__ =1748294214_c4335ff8dd19359c 1228171967 1643a

copy.


https://support.juniper.net/support/downloads/?p=srx300

Junos Basic Configuration

Committing a Configuration: Part 1

o Use commit check to confirm syntax:

[edit]
userf@router# commit check
[edit interfaces ge-0/0/10 unit 0]

'family'
When ethernet-switching family is configured on an interface, no other family type can be

configured on the same interface.
error: configuration check-out failed

Committing a Configuration: Part 1

o Use commit confirmed to temporarily activate:

e |ssue acommit confirmed <time-out>command

[edit]
user@router# commit confirmed
commit confirmed will be automatically rolled back in 10 minutes unless confirmed

commit complete

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram IMIICrO’s express written permission.
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Junos Basic Configuration

Committing a Configuration: Part 2

o Use commit at to schedule a future commit:

[edit]

user@router# commit at 10:59

configuration check succeeds

commit at will be executed at 2021-04-07 10:59:00 UTC
The configuration has been changed but not committed
Exiting configuration mode

user@router> show system commit

commit requested by user via cli at 2021-04-07 10:59:00 UTC
0 2021-04-07 10:57:01 UTC by user via cli

userf@router> clear system commit

Pending commit cleared

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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. . . Committing a Configuration: Part 2
Junos Basic Configuration

o Use commit comment to add comments:

[edit]
user@router# commit comment "Changed OSPF Configuration"

commit complete

user@router> show system commit
0 2021-04-17 10:43:48 UTC by user via cli
Changed OSPF Configuration ..

o Use commit and-quit to save time:

[edit]
user@router# commit and-quit

commit complete
Exiting configuration mode

user@router>

Committing a Configuration: Part 3

Step 2: Use commit activate to
apply the configuration changes:

Step 1: Use commit prepare to Commit in
validate the configuration: two steps:

[edit] [edit]
user@router# commit prepare user@router# commit activate
commit complete

commit prepare successful

LU HIUL UISLHIVULE UL UUNIILALE WILHTUUL TSI IVIIVIU O CANI T WIILLCTT DU TSIV,
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Junos Basic Configuration

Batch configuration model

o Must commit configuration
changes

Overview: The Life of a Configuration File

o Junos OS:
e Maintains a configuration history by storing previously active configurations
¢ Saves a maximum of 50 configurations

¢ Rollback operation: Related configuration does not become active until you issue a commit

configure

Candidate
Configuration

Active
Configuration

»

rollback n l

TD0DEL

N o R AN Bit Bucket
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Active Versus Candidate Configuration

Active configuration

o Current operational
configuration

o Boot-up configuration

Candidate configuration

o Aworking copy for
configuration changes

o Initialized with the active
configuration

o Becomes active configuration
upon commit
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Junos Basic Configuration

[edit]
employee@R1# set system host-name ROUTER 1 [edit]
employeelR1l# show | compare

[edit system]

[edit]
employee@R1# A change has been - host-name R1;
proposed within the + host-name ROUTER 1;
system hierarchy. -
[edit]
The hostname did not change when you employee@R14#

entered this configuration statement.

[edit]

employeelR1l# rollback
show | compare now reveals nothing. load complete

[edit]

employee@R1l# show | compare

The active and candidate configs
are now identical again.

[edit]
employee@R14#

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos Basic Configuration

Backing out of Configuration Changes: Part 1

o Use rollback to restore a previous

configuration
e rollback(or rollback 0)resetsthe [edit]
candidate configuration to the user@router# rollback ?
currently active configuration S bl el ‘
<[Enter]> Execute this command
. 0 2021-04-07 10:43:48 UTC by user via cli
N ro}lback lianis the previously 1 2021-04-07 10:29:25 UTC by user via cli
active configuration . TRIMMED..
49 2021-04-05 06:29:07 UTC by lab via cli
e rollback nloads referenced rollback rescue 2021-04-05 11:43:07 UTC by lab via junoscript
version revision Rollback to given configuration revision

IN “RAIVI
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Default setting can be changed to
increase the number of rollback files

[edit system]
user@router# set max-configurations-on-flash ?

Possible completions:
<max-configurations-on-flash> Number of configuration files stored on flash
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Junos Basic Configuration
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Backing out of Configuration Changes: Part 2

o To return to the rescue configuration, use the rollback rescue command

[edit]

user@router# rollback rescue
load complete

[edit]

user@router# commit
commit complete

Backing out of Configuration Changes: Part 2

userl@router> show system commit include-configuration-revision

0 2021-04-07 11:04:09 UTC by lab via
i 2021-04-07 10:59:09 UTC by lab via
2 2021-04-07 10:57:01 UTC by lab via
3 2021-04-07 10:43:48 UTC by lab via
Changed OSPF Configuration

+ « « TRIMMED. . .

48 2021-04-05 06:34:52 UTC by lab via
49 2021-04-05 06:34:19 UTC by lab via
rescue 2021-04-05 11:43:07 UTC by lab

user@router>

ol
cli
cli
(o8 i

clil
cli
via

commit activate re0-1617793448-92
commit at re0-1617793148-91
re0-1617793021-80
re0-1617792226-89

re0-1617604490-44
re0-1617604457-43
junoscript
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Junos Basic Configuration
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Saving Configuration Files

o Use the save command to save the current configuration:
e Saves only from the current hierarchy down

e Saves to user’s working directory by default

[edit]
user@router# save filename
Wrote 101 lines of configuration to 'filename'

Saving Configuration Files

o Specify a filename by:
e <filename>or <path/filename> (FTPand SCP)

ftp://user:password@router/<path/filename>

scp://user@router/<path/filename>

[edit]
user@router# save path/filename

[edit]
user@router# save ftp://user:password@router/path/filename

[edit]
user@router# save scp://user@router/path/filename
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Junos Basic Configuration Loading Configuration Files: Part 1

o Use the 1load command to load a configuration file:

[edit]
user@router# load ?
Possible completions:

factory-default Override existing configuration with factory default
merge Merge contents with existing configuration

override Override existing configuration

patch Load patch file into configuration

replace Replace configuration data

set Execute set of commands on existing configuration
update Update existing configuration

Loading Configuration Files: Part 2

o Some of the arguments to the 1oad command:

Argument Description

factory-default Replaces the full current configuration with the factory-default configuration

nerge Combines the current configuration with the configuration you load

override Completely overwrites the current configuration with the configuration you load

patch Adds or deletes variables from the configuration based on the contents of a specified patch file
replace Searches for a replace tag in the configuration you load

set Enables users to load set commands from the terminal or from a saved file

update Updates the existing configuration with the configuration you load

terminal Uses the text you type at the terminal as input to the configuration

relative Instructs the device to add the data you load relative to the current configuration hierarchy

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos Basic Configuration

e To fix this, change the c1li screen-width

This is the first command many
engineers type when they first log on.

o You use this set command in operational mode

= Default is 80 characters
=  Maxis 1024 characters

Remember, this is an operational mode command.

employee@ROUTER 1> set cli screen-width 1000 This command is not saved, and is 0n|y
Screen width set to 1000 —UJ| live for the duration of your CLI session.

employee@ROUTER 1>

Back in config mode, now the CLI shows your full typed command.

[edit]
employee@ROUTER 1# set interfaces xe-0/1/5 unit 0 family inet6é address 2001:db8:1:2::1/64

IN “RAIVI
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Junos Basic Configuration

Interfejs fizyczny lub logiczny. Konfiguracja interfejsu ge-0/0/1 z adresem IP:

Zastosowanie Przyktad

# set interfaces ge-0/0/1 unit 0 family inet address 192.168.1.1/24
# set interfaces ge-0/0/1 unit 0 family inet6 address 2001:db8:1::1/64 * Podziat interfejsu na wiele podsieci unit @ dla VLAN 10, unit 1 dla VLAN 20
ge-0/0/1 — nazwa interfejsu (GigabitEthernet) + Obstuga wielu VLANGw (np. trunking) interfejs typu unit X z vlan-id i family
unit 0 — jednostka logiczna w obrebie fizycznego portu (wymagana w Junos)
family inet — oznacza IPv4 (dla IPv6 uzyj family inet6) ¢ Routing miedzy podsieciami kazda jednostka ma osobny adres [P
address — przypisany adres IP z maska

+ PPPoE, GRE, IPSec, itd. jednostki logiczne uzywane do tuneli

Kazdy interfejs w Junos musi mie¢ przynajmniej jedng jednostke logiczng,
nawet jesli to tylko jedna konfiguracja na jednym porcie.

Przyktad — jeden interfejs z wieloma jednostkami (np. trunk):

set interfaces ge-0/0/1 unit 10 vlan-id 10 family inet address 192.168.10.1/24
set interfaces ge-0/0/1 unit 20 vlan-id 20 family inet address 192.168.20.1/24

Ustawienie adresu IP na interfejsie zarzadzajgcym:

set interfaces me0 unit 0 family inet address 192.168.100.10/24
set interfaces fx0 unit O family inet address 192.168.100.10/24
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Junos J-Web

*Wprowadzenie do kursu i platformy warsztatow

*Modut 0: Introducing Junos OS and the Hardware
*Modut 1: Junos Fundamentals

*Modut 2: Junos User Interface

*Modut 3: Junos Basic Configuration

*Modut 9: Junos J-Web

*Modut 4: Junos Logging and Monitoring

*Modut 5: Junos Routing Policy and Firewall Filters
*Modut 6: Junos Routing Fundamentals

*Modut 7: Junos OS Switches

*Modut 8: Junos OS Architecture

*Modut 10: Jak przygotowac sie do JNCIA-Junos
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Junos J-Web J-Web User Interface

* GUl-based configuration of security features
| » Security policies, IPSec VPNs, NAT, and so on
« Allow for easy setup and maintenance

» Fast deployment with minimal configuration
* HTTP-based—no user software required

» Facilitates resource monitoring
l * Provides real-time graphs, statistics, and outgut
' » J-Web provides sections for viewing and editing the CLI

' » Commits are required, matching the CLI
e

Initial Configuration
» The first login:

Junirer
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Junos J-Web

J-Web and the CLI: Choosing the Best Tool for the Job

= The J-Web gives you a great alternative to the CLI
« But how do you choose which one to use?

J-Web is not a replacement for the CLI J-Web is mostly used on security devices

= It's a great helper for Junos beginners « J-Web is commonly used on SRX firewalls

* Some engineers always prefer the CLI to any * |t's much easier to manage hundreds of
graphical interface firewall policies using a graphical interface

= Some tasks might seem easier todoin * J-Web also enables easier management of
J-Web—it's a personal choice advanced firewall settings

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos J-Web

#®, wes
'l

o

A customizable Dashboard for
monitoring your device.

Dashboard

Monitor

Configure simple and advanced

i . Device Administration
Device Admin features.

Metwork

Add, modify, and delete Security

h . Security Policles & Objects
Policies on your firewall.

Security Services

IN ‘RAIVI
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Monitor interface status,
traffic stats, and events.

Configure Network settings,
such as interfaces and routing.

Configure advanced Security
features.




Junos J-Web

Basic Settings: System Services: Part 1

= Use this section to enable different management services
¢ Telnet, SSH, HTTPS, and so on

'  Sysbem Services

_— EI _ Enable and disable services using a
toggle switch.
o e -
= Bemic setfings
FTP L
e . - o s gl T 58k L7 [ ]
rrrer——— wTTPS - Choaose to enable HTTP on All
Tt s poa— n — interfaces, or on Specific ones.
I
e PO .. ' - Select the type of HTTPS certificate
- : from the drop-down.
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Junos J-Web

Basic Settings: System Services: Part 2

= In production, you might restrict J-Web to the management interface
« HTTPS-enabled interfaces are vulnerable to potential attacks

e - Select the Specific button to
— " “ - select the interfaces you
want to enable HTTPS on.
i 0 b g

o s e Once the configis

O geowns s O tepon = committed, HTTPS will be

0 aeena enabled on fxp0.0.

i o0

——— [ [T, Y]

Use the arrows to select or deselect an
interface to have HTTPS enabled.

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos J-Web

Device Administration: Configuration Management

= You will find a list of previous configurations under the History tab:

Device Adminalration | Conliguraticn Managemanl | Histary

Hursber  DuieTirs Uses  Ghas| Tnwwraed Log Meynage drken
Fa— ﬁ:-l} Al B0 i - D
= “ - E - - - MM
of two configurations E==]
to compare them. .  mmmnmss : Cideutioid
- - lIback
Rollback to a
- S S bEes previous
el configuration. Bl
(- 21 ] Doawrdasd f—ﬂl'l fIEUI'-EItIDn.
¥ m Ll 58] o " ;i
. m.i TTE S :::
L} L] ) n L. ] vl
¥ g:l— A8 DR il :ﬂﬁmtﬂ Em oy
Dawrlosd
: ml?{“ mea - e
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Junos J-Web
Device Administration: Tools

= You can use some of the CLI troubleshooting tools on J-Web
e The next page shows the Ping Host option

By femngs

L g g wred

Corificits Managmme~t 3

Lrrme klanagemesni Tnnls e
A —— Ping Host
Cperaficim -]
il Mg 3 Ping MPLS Use Ping and Traceroute to test that
P M. .} - you can reach aremote IP address.
Aarm Managerresi bl raceroute
:ﬂ . Packet Capture =
- Connect to the Junos CLI Terminal.
o CLI Terminal
Fmg MFLE
Traamroutn
i o <Ll Viewer View and edit the configuration
A CLI Editor in hierarchy mode—you can't
LL - I
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Junos J-Web
The J-Web Interface: Network

= The next tab in the list is all about Network configuration
« This page highlights the sections you've learned about in this course

Configure Interfaces and Configure and apply Configure Static Routing,
VLANSs, under Connectivity. Firewall Filters. dynamic routing, and more.
Connectivity - Firewall Filters ot Routing e
Staric Rt
Interfaces IFv4 ratic g
RIP
YLAK IFvs
Link Aggregation Assign To Interfaces OEPF
PPPoE BGF
Rauting Instance
Palicies
Forsmarding Mode




Junos J-Web

Network: Configuring an IPv4 Address: Part 1

= This page explores the Connectivity section of the Network tab

» You can easily configure new logical interfaces here Notice the Commit
button—it will change soon.

l""‘“ P P —— | )
Metwork [ Conneclivity / Interfaces
Interfaces @
Flis by  Iofacs Tyge v e w
Iréerface Admin Sam Lirk Némim P isZrirann WLAM I Loee Sprrsd
S 00 {1 lagical intarisce) i iBun
# gl {1 lagical imerisce) fup ifiuo
etz B WO 2, Click the Create button
g i - and select Logical
—r @ @Oomn Interface.
o guanli tagical interisce) Bup e
T @up @ D

1. Select the desired interface.
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Junos J-Web

Network: Configuring an IPv4 Address: Part 2

= A new window pops up—you configure the interface details here

Add Logical Interface for ge-0/0/5

1. Enter the Logical

Lagical unit nurnber a ,
unit number here.

=

WLAM 1D

Zone ot & Don'’t worry about this
setting for now.

Protocol (Tamily)

2. Check this box to configure
the IPv4 address.

IPywd ddcress | Pl Address  Edemet Switching

DPu-i Address | DHCP
The next page shows what

happens when you click this box.
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Junos J-Web

Network: Configuring an IPv4 Address: Part 3

= You're now ready to give the interface an IP address

« You can do this manually or via DHCP 4. Click the + button to
add a new IPv4 address.

Protacol (femily]

Pl Address 1Pyl Address

F‘l.l4 Agdress /| DHCP
3. Select IPv4 address Fme
to configure the
address manually. 9 [Pvd Addrees 1l
+ 1 A
5. Anew line appears 1Py Address Subinet Wish Auth ARP
where you type the s 172.16.10.47 24 Canfigure Exit

IPv4 address and
Subnet mask.

6. Click OK to save your
changes to the

candidate

cancel | | configuration.
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Junos J-Web - Feature Explorer Tool

https://apps.juniper.net/feature-explorer/

JUﬂIPer Solutions v Products v Services v Partners v Support and Documentation v Learn v

NETWORKS

2 EXPLORE PATHFINDER APPS CLI Explorer Hardware Compatibility Tool Port Checker

Feature Explorer Home Explore v Compare v Try the new Feature Explorer Search

Find the software features that run on your hardware platforms and Junos OS & Junos OS Evolved releases.

Find the products and All Releases Find the features Routing Find the features Junos OS
software releases supported on a o supported in a
that support a set of product in a software Switching software release on a Junos OS Evolved
features release - product or product
Security family
Explore All Features Explore By Product Explore By Release
+1 More +2 More
Compare Products Compare Software Releases Compare Multiple Products
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Junos Logging and Monitoring

*Wprowadzenie do kursu i platformy warsztatow

*Modut 0: Introducing Junos OS and the Hardware
*Modut 1: Junos Fundamentals

*Modut 2: Junos User Interface

*Modut 3: Junos Basic Configuration

*Modut 9: Junos J-Web

*Modut 4: Junos Logging and Monitoring

*Modut 5: Junos Routing Policy and Firewall Filters
*Modut 6: Junos Routing Fundamentals

*Modut 7: Junos OS Switches

*Modut 8: Junos OS Architecture

*Modut 10: Jak przygotowac sie do JNCIA-Junos

IN ‘RAIVI

MICRO

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.




Junos Logging and Monitoring

+« Toview log files, type show log FILENAME
o The two default files are meszages and interactive-commands

o Use show log messages to view general system events

Notice the timestamp, the hostname, daemon names, and events.

r.chen@ROUTER 1> show log messages

ep 11 17:14:1 ROUTER_1 newsyslog[32618]): logfile turned over due to size>500K

@p 12 11:19:34 ROUTER_1 mgd[53356): UI_COMMIT COMPLETED: : commit complete

Sep 12 11:19:34 ROUTER 1 mib2d[12507): SNMP TRAP LINK DOWN: ifIndex 13, ifAdminStatus down(2),
ifoperStatus down(2), ifName fxp0.0

Sep 12 11:31:13 ROUTER 1 mgd([53356): UI_DBASE LOGOUT EVENT: User 'r.chen' exiting configuration mode

Sep 12 16:12:03 ROUTER 1 mib2d[12507): SNMP TRAP LINK DOWN: ifIndex 534, ifAdminStatus up(l),
ifopersStatus down(2), ifName xe-0/1/0

Sep 12 16:12:09 ROUTER 1 fpcO SMIC(0/1) link O SFP receive power low alarm set
{snip)

Pipe this command to match for error, alert, warning, down, or protocol and interface names.
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Junos Logging and Monitoring

* ‘Youcan also view new log entries in real time
o Typemonitor start FILENAME toview logs asthey are writtento afile

o Typemonitor stoptoendthe process

r.chen®ROUTER_1> monitor start messages

r.chen@ROUTER_1>

¥*Y messages vrr
Oct 28 14:43:03 ROUTER_1 rpd(20622): [EINEEINEINMIGLG): OSPF neighbor 10.1.2.2 (realm ospf-v2 xe-0/1/5.0 area
0.0.0.0) state changed from Full to Init due to lWayRcvd (event reason: neighbor is in one-way mode)

monitor stop

r.chen@ROUTER_ 1>

Remember the text RPD_OSPF_NBRDOWN.

You are going to use it next.

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos Logging and Monitoring

* Some syslog entries are very technical and difficult to understand

o Ifthe log has a message code, you canuse help syslogtodecode it

r.chen@ROUTER_1> help syslog RPD OSPF_NBRDOWN

Hame : RPD OSPF_NERDOWN

Message: OSPF neighbor <neighbor-address> (realm <realm-name> <interface-name> area <area=-id>i)
state changed from <old-state> to <new-state> due to <event-name> (event reason: <reason>)

Help: OSPF neighbor adjacency was terminated

Description: An OSPF adjacency with the indicated neighboring router was terminated. The local router no
longer exchanges routing information with, or directs traffic to, the neighboring router.

Type: Event: This message reports an event, not an error

Severity: notice

Facility: LOG DAEMON

Action: For more information, see KB19074.

MICRO
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Junos Logging and Monitoring

» Here's two more helpful logging options
o Youcan stream your syslogs to an external server
* Useful if you want to keep logs long term

* Rogue actors can delete logs (evidence) from the Junos device—but it's harder to delete logs from a remote server

[adit]
r.chenfROUTER_1# set system syslog host 172.16.20.5 any notice

o Youcan send logs directly to the CLI

= Use " for all users, or specify users by name

[edit]
r.chen®@ROUTER 1# set system syslog user * any emergency

IN “RAIVI
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Junos Logging and Monitoring « Troubleshooting connectivity issues is a big part of your job!

o You've already seen some helpful commands:
= show interfaces (terse)
* show route
* show ospf neighbors
* ping (count) (source)
¢ You've already used ping with the count and source options

o Here's some other useful ping options to keep in your back pocket:

r.chen@ROUTER 1> ping 10.1.2.2 rapid
PING 10.1.2.2 (10.1.2.2): 56 data bytes
NEEE Send the next ping immediately after the
--- 10.1.2.2 ping statistics --- previous one receives a reply.

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.428/0,.570/0.735/0.099 ms

r.chen@ROUTER 1> ping 10.1.2.2 Bttty

PING 10.1.2.2 (10.1.2.2): 56 data bytes Send many rapid pings to get potential
O T T T e e R e R visibility of packet loss on the link.

S 0 T S 5 0 0O N

=== 10.1.2:2 ping statistica --- (Some devices do not prioritize ICMP

100 packets transmitted, 100 packets received, 0% packet loss replies, and some rate-limit ICMP traffic.)

round-trip min/avg/max/stddev = 0.292/0.562/0.926/0.09%91 ms
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Junos Logging and Monitoring

r.chen@ROUTER 1> traceroute 10.5.6.6
traceroute to 10.5.6.6 (10.5.6.6), 30 hops max, 40 byte packets
1 10.1.2.2 (10.1.2.2) 2.705 ms 2.630 ms 2.3543 ms

o | ] L] L]

10.3.4.4 (10.3.4.4)
10.4.5.5 (10.4.5.3)
10.5.6.6 (10.5.6.6)

4.097 ms 4.635 ms 3.490 ms
R25h,358 ma 924.224 m=s
6.485 ms 5.659 ms 6.503 ms

565.332 m=a

tn &= L 0

r.chen@ROUTER 1> show arp

IN “RAIVI

MAC Address Address Name Interface
00:05:86:71:7d:00 1 1[4 T Kl e 10.1.2.2 xe=0/1/5.0
00:05:86:71:£0:01 10.1.254.254 10.1.254.254 xe=0/1/6.0
38:4f:49:80:f4:08 172.16.10.4 172.16.10.4 xe=0/1/0.10
74:8f:3c:ba:el:dd 172.16.10.8 172.16.10.8 ®e=0/1/0.10
94:bf:94:b4:67:03 172.16.10.55 172.16.10.55 ®e=0/1/0.10
74:8Bf:3c:ba:eb:da 1712.16.10.65 172.16.10.69 xe-0/1/0.10
38:4f£:49:80:£4:09 172.16.20.15 172.16.20.15 ¥e=0/1/0.20
Jo: 12:dd:db5:ab:44 1712.16.30.17 172:.16.30.7 xe-0/1/0.30

Total entries: B

®
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Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.

Flags
none
none
none
none
none
none
none
none




Junos Logging and Monitoring Real Time

r.chenfROUTER_ 1> monitor interface traffic

ROUTER 1 Seconds: 61 Time: 19:42:31

Intaerface Link Input packets (pps) output packets (pps)
xe-0/0/2:0 Down 0 (0) 0 (0)
®a-0/0/2:1 Down 0 (0) 0 {0)
T e xa=0,/0/2:2 Down 0 (0} 0 {0)
sh.nw Em.e}.vmi_ asnapshot e (Un/AE Bk 0 (0) 0 (0)
of information in the xe-0/0/3:0 Down 0 (0) 0 (0)
moment that you type the xa-0/0/3:1 Down 0 {0) 0 (0)
command xe-0/0/3:2 Down 0 (0} 0 (D)
®e=0/0/3:3 Down 0 (0} 0 (Q)
moni tor tends to update xe-0/1/0 Up 12655 (0) 12677 (0)
in real time, giving you xe-0/1/1 Up 12641 {0) 0 (0)
up-to-the-second xe-0/1/2 Up 12642 (i) 0 {0)
: e Y : —— xa=071,3 Up 12624 () 0 {0
information until you cancel et ; e ; i
the command %e-0/1/5 Up 35265 (89) 86029 (88)
xe-0/1/6 Up 135 (0) 140 (Q)
xe=0/1/7 Down i () 0 {0}

demux0 Up 0 0
dsc Up 0 0

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=g or ESC, Rate=r, Ut U, Down="T[
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Junos Logging and Monitoring Real Time

r.chen@ROUTER 1> monitor interface xe-0/1/5

ROUTER 1 Seconds: 19 Time: 19:44:12
Delay: 17072

Interface: xe-0/1/5, Enabled, Link is Up

Encapsulation: Ethernet, Speed: 10000mbps

Traffic statistics: Current cdelta
Input bytes: 21539132 (803864 bps) [2226160]
output bytes: 26908856 (894856 bps) [2313760]
Input packets: 43684 (67 pps) [1486]
Output packets: 2446l (/4 pps) [ L= ]

Error statistics:
Input errors:

[nput drops:

Input framing errors:

Policed discards:
L3 incompletes:
.2 channel errors:

L2 mismatch timeouts: 0 Carrier transitions:

Next='n', Quit='gq' or ESC, Freeze='f', Thaw='t',K Clear='c', Interface='1i'

Again, use these

keyboard shortcuts.

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos Logging and Monitoring

¢ Thisexample showsmonitor traffic interface
o It shows the source and destination IP, and the kind of traffic being sent
o Useno-resolve tospeed things up

* |t avoids translating IPs to domain names

r.chen®ROUTER 1> monitor traffic interface xe-0/1/5 no-resolve

varbosa mutpuE suppressed, use <detall> or <extensive> for full protocel decode
Address resolution is OFF.

Listening on xe=-0/1/5, capture size 96 bytes

19:45:00.007855 Out IP truncated-ip - 20 bytes missing! 10.1.2.] 224.0.0,5; OSPFv2, Hello, length 60

19:45:04.568491 Out IP6 truncated-ipé - 16 bytes missing!feBO0::3adf:49ff:feB0:f40c ff02::5: OSPFv3, Hello; length 36
19:45:06,326315% In IP 10.1.2.2 > 224.0.0.5; OSPFvZ, Hello, length &0

.'\.,r:

3 packets received by filter
0 packets dropped by kerneal

Don't be alarmed when yousee 20 bytes missing!orl6 bytes missing!. You can see exactly what

This is standard behavior. These messages can be ignored. message is being sent.
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Junos Store log files in /var/log

See a log file > show log FILENAME

See the most recent entries > show log FILENAME | last 5

See the system boot log > show system boot-messages

Monitor a log file > monitor start FILENAME

Pause monitor output - ESC & q

Show logs we ware monitoring > monitor list

Stop monitoring logs > monitor stop

Configure a syslog server > set system syslog host IP any warning

View syslog setup in configuration > show configuration system syslog

Write output to file > monitor traffic interface INTERFACE write-file FILENAME
Collect inf. for JTAC >request support information | save /var/log/FILENAME

> show chassis alarm
> show chassis environment

> show chassis hardware (show PICs and Serial numbers)
> show chassis fpc
> show chassis routing-engine (RE stats, RE cpu temp)

> show system core-dumps
> show system alarms
> show system license
> show system storage
> show system uptime

®
o
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Junos Routing Policy and Firewall Filters
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Junos Policy and Firewall Filters

¢ Junos has unique names for stateful and stateless rules
o You may wonder why a firewall is not used for stateful security policies
» After all, you use these on hardware firewalls

o The answer is historical

= Stateless rules came first, in the very late 1990s—before Juniper Networks sold hardware firewalls!

e Stateless and stateful firewall filters use similar logic and philosophy

Stateful rules are called “security policies” Stateless rules are called “firewall filters”

Configured within the security hierarchy Configured withinthe £irewall hierarchy

Other vendors call their stateless (and sometimes their stateful) filtering “access lists” or
“access control lists (ACLs)".

o
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Junos Routing Policy and Firewall Filters

Stateful firewall (security policies) sledzi stan potgczen sieciowych (TCP, UDP itp.). Analizuje ruch w kontekscie catej sesji, a nie tylko pojedynczych pakietow.
Cechy:

- Pamieta, ktére potgczenia sg dozwolone (np. jesli klient zainicjowat potaczenie, to ruch powrotny z serwera jest dozwolony).
- Moze automatycznie przepuszczaé ruch powrotny (return traffic).

- jest bezpieczniejszy i inteligentniejszy niz stateless, bo zna kontekst potgczenia.

- Typowo uzywany w security policies w Juniper SRX.

Przyktad:

Jesli klient wewnetrzny otwiera potgczenie HTTP na zewnatrz, stateful firewall:

- Przepuszcza ruch wychodzacy,

- Zapamietuje to potaczenie,

- Automatycznie przepuszcza odpowiedz z serwera (ruch przychodzacy).

Stateless firewall nie Sledzi stanu potgczen - kazdy pakiet jest oceniany osobno, niezaleznie od wczesniejszych.
Cechy:

- Kazdy pakiet musi spetniaé reguty bez wzgledu na to, czy nalezy do istniejgcej sesji.

- Nie rozrdznia, czy ruch jest odpowiedzig na wczesniej nawigzane potaczenie.

- Szybszy i prostszy, ale mniej bezpieczny.

- Zazwyczaj uzywany w firewall filters (filtry stateless na interfejsach w Junos OS).

Przyktad:

Aby umozliwi¢ potaczenie HTTP:

- Musisz napisac regute zaréwno na ruch wychodzacy, jak i na ruch przychodzacy,

- Bo firewall nie wie, czy dany pakiet nalezy do istniejgcej sesji.

®
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Junos Routing Policy and Firewall Filters

term from then

e SourcelP:172.16.10.22 or 172.16.10.44
BLOCK_GAMING ¢ Destination IP: 198.51.100.48
» Destination TCP port: 666 (video game)

Dropit

Make a log entry for the attempt

e Source IP: Guest LAN (172.16.30.0/24) Allow it
GUEST_COUNT_WEB o Source IP: 172.16.10.22
* Destination TCP ports: 80 or 443 Count the packets Destination IP: 198.51.100.48

Destination TCP port: 666

* Source IP: Guest LAN (172.16.30.0/24) .
BLOCK_GUEST_PING Dropit
e Protocol: Ping (Echo Request / Echo Reply)

Analiza pakietu (zielone pole)
Source IP: 172.16.10.22
Destination IP: 198.51.100.48

Przykfad dziatania stateless firewall filter (czyli filtrowania pakietéw na Destination TCP port: 666
podstawie pojedynczych reguf - bez $ledzenia stanu sesji). Zasady dziatania s Ten pakiet pasuje do pierwszego term
nastepujace: filtr ma trzy term (reguty), ktdre sg oceniane po kolei od géry do (BLOCK_GAMING), poniewat:
dotu. Gdy pakiet pasuje do jakiego$ terma, wykonuje sie akcja z sekcji "then", a IP zrodtowe to 172.16.10.22
dalsze przetwarzanie jest zatrzymywane (terminating action). IP docelowe to 198.51.100.48
port TCP to 666
Efekt:

Pakiet zostaje odrzucony
Tworzony jest wpis w logu
Dalsze regutly nie sg juz sprawdzane.
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Junos Routing Policy and Firewall Filters

term from then

e SourcelP:172.16.10.22 or 172.16.10.44
BLOCK_GAMING ¢ Destination IP: 198.51.100.48
» Destination TCP port: 666 (video game)

Dropit

Make a log entry for the attempt

. PACKET:
e Source IP: Guest LAN (172.16.30.0/24) Allow it
GUEST_COUNT_WEB o Source IP: 172.16.10.22
* Destination TCP ports: 80 or 443 Count the packets Destination IP- 198.51.100.48

* Source IP: Guest LAN (172.16.30.0/24) NEhoNIER el

BLOCK_GUEST_PING Dropit
¢ Protocol: Ping (Echo Request / Echo Reply)

_ o _ Sprawdzenie zgodnosci z regutami:
Analizowany pakiet jest poréwnywany z regutami 1. BLOCK_GAMING

filtrowania. Filtr zawiera trzy terms, a pakiet trafia tylko do Source IP: 172.16.10.22 [ (pasuje)

: : Destination IP: 198.51.100.48 [ (pasuije)
pierwszego dopasowanego termu - dalsze s3 ignorowane. Destination TCP port: 666 X (pakiet ma 443, wiec NIE pasuje)

Nie dopasowuje sie, przetwarzanie idzie dalej.

Pakiet nie pasuje do zadnego z termdw w filtrze. 2. GUEST_COUNT_WEB
Domyslna akcja (jesli nie zdefiniowano , default-action”) Source IP: 172.16.30.0/24 X , ,
. . o (Pakiet pochodzi z 172.16.10.22, czyli NIE z Guest LAN — NIE pasuje)

zalezy od konfiguracji firewalla: Nie pasuje, przechodzimy dalej.

W Junos firewall filters typowo brak dopasowania oznacza: 3. BLOCK_GUEST_PING

przepu$¢ pakiet (accept), chyba ze zdefiniowano inaczej. Dotyczy tylko protokotu Ping (ICMP) >
(Nasz pakiet to TCP port 443, wiec nie pasuje)
Nie pasuje.

[=]
[+
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Junos Routing Policy and Firewall Filters

fi 11
irewall { term GUEST COUNT WEB { term BLOCK_GUEST PING {
family inet
¥ { e from {
filter BLOCK_FILTER { source-address {
source-address {
term BLOCK_GAMING { 172.16.30.0/24;
172.16.36.0/24;
from { ) T
source-address { protocol icmp;
protocol tcp; ]
172.16.16.22/32; icmp-type [ echo-request echo-reply ];
destination-port [ 86 443 ];
172.16.10.44/32; }
1 ) then {
i . then { .
destination-address { discard;
accept;
198.51.100.48/32; ¥
count WEB ACCESS; }
¥
protocol tcp; )
¥ term DEFAULT ACCEPT

destination-port 666;
then accept;

¥

then { ¥
discard; ¥
log; ;

) X
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Junos Routing Policy and Firewall Filters

r.chen@ROUTER_1> show configuration firewall family inet filter LAN TO WAN | display set relative

set term BLOCK GAMING from source-address 172.16.10.22/32

set term BLOCK GAMING from source-address 172.16.10.44/32

set term BLOCK_GAMING from destination-address 198.51.100.48/32
set term BLOCK _GAMING from destination-port 666

set term BLOCK_GAMING then log

set term BLOCK GAMING then discard

set term GUEST COUNT WEB from source-address 172.16.30.0/24
set term GUEST COUNT WEB from protocol tcp

set term GUEST_CDUMT:HEB from destination-port http

set term GUEST COUNT WEB from destination-port https

set term GUEST:COUNT_WEB then count COUNTER GUEST WEB

set term BLOCK GUEST PING from source-address 172.16.30.0/24
set term BLOCK GUEST_PING from icmp-type echo-request

set term BLOCK GUEST PING from icmp-type echo-reply

set term BLOCK GUEST PING then discard
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Junos Routing Policy and Firewall Filters

term BLOCK_GAMING — blokuje ruch TCP na port 666 od wybranych IP i loguje zdarzenie.

term GUEST_COUNT_WEB — pozwala na ruch HTTP/HTTPS z sieci Guest LAN i liczy pakiety.

term BLOCK_GUEST_PING — blokuje ICMP Echo (ping) z sieci Guest LAN.

term DEFAULT_ACCEPT — domyslIna reguta przepuszczajgca, gdy zaden wczesniejszy

warunek nie zostat spetniony (zabezpieczenie przed przypadkowym zablokowaniem catego ruchu).

Filtry stateless w Junos przypisuje sie do interfejsdow, np.
set interfaces ge-0/0/1 unit O family inet filter input BLOCK_FILTER

To przypisuje filtr BLOCK_FILTER do interfejsu ge-0/0/1 w kierunku przychodzacym (input).

Stateful firewall filter (czyli ,,security policy”) przypisuje sie do stref (zones - strefy bezpieczenstwa), a nie do
interfejsow, jak w przypadku stateless filtrow.

Strefa to logiczna grupa interfejsow o wspdlnym poziomie zaufania (np. LAN, WAN, DMZ). Przyktadowe strefy:
trust - sie¢ wewnetrzna (LAN)

untrust - sie¢ zewnetrzna (Internet)

dmz - strefa z ograniczonym dostepem (serwery)

®
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Junos Routing Policy and Firewall Filters

Stateful zasady tworzy sie jako policies miedzy strefami, np.:

set security policies from-zone trust to-zone untrust policy ALLOW_WEB match source-address any destination-address any application
[ junos-http junos-https ] set security policies from-zone trust to-zone untrust policy ALLOW_WEB then permit

Ta polityka:

- dotyczy ruchu z trust do untrust

- pozwala na HTTP/HTTPS

- Sledzi sesje, wiec odpowiedz z serwera wraca automatycznie

Zeby to dziatato, trzeba: Stateful filtering NIE dziata jesli:

1.Przypisac interfejsy do stref: - interfejs nie jest przypisany do strefy (czyli
set security zones security-zone trust interfaces ge-0/0/1.0 dziata jak router, nie firewall)
set security zones security-zone untrust interfaces ge-0/0/0.0

2.Wtgczy¢ screeny (ochrone sesji — opcjonalnie): - prébujesz go uzy¢ na EX lub MX — tam nie ma
set security zones security-zone untrust screen untrust-screen security policies, tylko stateless firewall filters

3.Ustawi¢ polityke (security policy) miedzy strefami.

Element Stateless Filter ( firewall filter ) Stateful Filter ( security policy )

Przypisanie Do interfejsu (input/output) Do ruchu miedzy strefami ( from-zone + to-zone )
Uzywany na EX, MX (routing/switching) SRX (firewall)

Sledzenie sesji ¥ Nie = Tak
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Junos Routing Policy and Firewall Filters

Uzyj stateless, gdy:

Potrzebujesz szybkiego filtrowania na
poziomie pakietow.

Chcesz kontrolowac konkretny port/IP
bez potrzeby ses;ji.

Uzyj stateful, gdy:

Budujesz zasady bezpieczenstwa miedzy
sieciami (np. LAN ¢ WAN).

Chcesz uprosci¢ obstuge i zapewnié
automatyczne przepuszczanie
powrotnego ruchu.

IN ‘RAIVI
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Cecha

Sledzenie stanu potaczen

Filtrowanie kierunkowe

Wydajnos¢

Zastosowanie w Juniperze
Obstuga aplikagji
Konfiguracja

Najlepsze do...

Stateless Firewall Filter
X Nie

Tak (trzeba osobno dla kazdego

kierunku)

[ Szybszy, mniejsze zuzycie

zasobow

firewall filter (routery, EX, MX)
Ograniczona

Bardziej techniczna, precyzyjna

Proste filtrowanie, logowanie

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.

Stateful Firewall

¥ Tak

Automatyczne obustronne

Wolniejszy, ale doktadniejszy

security policies (SRX)

Wysoka (moze rozpoznawac aplikacje)

Bardziej intuicyjna dla bezpieczenstwa

Ochrony systemow, ruchu aplikacji




Junos Routing Policy and Firewall Filters

Zone Interfejs Adres IP Opis

trust ge-0/0/1 192.168.1.1/24 LAN

untrust ge-0/0/0 DHCP lub statyczny Internet

dmz ge-0/0/2 172.16.0.1/24 Serwer WWW

# Trust zone - LAN
set interfaces ge-0/0/1 unit O family inet address 192.168.1.1/24
set security zones security-zone trust interfaces ge-0/0/1

# Untrust zone - Internet

set interfaces ge-0/0/0 unit O family inet dhcp

set security zones security-zone untrust interfaces ge-0/0/0

set security zones security-zone untrust host-inbound-traffic system-services ping

# DMZ zone - Serwery
set interfaces ge-0/0/2 unit 0 family inet address 172.16.0.1/24
set security zones security-zone dmz interfaces ge-0/0/2

®
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Junos Routing Policy and Firewall Filters

W Junos OS sktadnia konfiguracji polityk bezpieczenstwa (security policies) zalezy od kontekstu.

1. Sktadnia w trybie konfiguracyjnym:
set security policies from-zone <nazwa-strefy-zrodtowej> to-zone <nazwa-strefy-docelowej> policy <nazwa-polityki> ...

2. Komponenty polityki:

match (warunki)

set security policies ... policy <nazwa-polityki> match source-address <adres/nazwa-obiektu>

set security policies ... policy <nazwa-polityki> match destination-address <adres/nazwa-obiektu>
set security policies ... policy <nazwa-polityki> match application <nazwa-aplikacji>

then (akcja):
set security policies ... policy <nazwa-polityki> then <permit|deny|reject>

Dodatkowe opcje permit:

set security policies ... policy <nazwa-polityki> then permit application-services idp
set security policies ... policy <nazwa-polityki> then permit application-services ssl-proxy
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Junos Routing Policy and Firewall Filters

Kolejnos¢ polityk: Polityki sg przetwarzane od géry do dotu.
Domyslna akcja: Jesli ruch nie pasuje do zadnej polityki, jest blokowany.
Nazwy aplikacji: Uzywaj predefiniowanych nazw Junos (np. junos-http, junos-ssh) lub zdefiniuj wtasne aplikacje.

Podglad konfiguracji:
show security policies
show security policies from-zone trust to-zone untrust

Polityka umozliwiajgca ping z trust do untrust:

1. Policy - zezwdl na ICMP z trust do untrust

set security policies from-zone trust to-zone untrust policy allow-ping match source-address any destination-address any application junos-ping
set security policies from-zone trust to-zone untrust policy allow-ping then permit

junos-ping to wbudowana aplikacja w Junos, ktéra odpowiada za ICMP echo request/reply (czyli ping).
2. Opcjonalnie - upewnij sie, ze strefa untrust pozwala na odpowiedzi (host-inbound-traffic)

Jesli chcesz, aby SRX sam byt pingowany (np. z zewnatrz lub z LAN do jego interfejsu untrust), dodaj:
set security zones security-zone untrust host-inbound-traffic system-services ping

3. Efekt:

Uzytkownicy w trust mogg pingowac¢ dowolne adresy w Internecie.
Odpowiedzi ICMP z untrust bedg akceptowane automatycznie (bo polityki w SRX sg stateful).
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security

F—— zones

L

L policies

show configuration security

security-zone untrust

L — host-inbound-traffic
L

system-services

L — ping

L — from-zone trust

L to-zone untrust

IN ‘RAIVI
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policy allow-ping
F—— match
| — source-address any

| f—— destination-address any
L

|
L then
L

application junos-ping

permit

security {

zones {
security-zone untrust {
host-inbound-traffic {

system-services {

ping;

¥
policies {
from-zone trust to-zone untrust {
policy allow-ping {
match {
source-address any;
destination-address any;

application junos-ping;

h

then {
permit;

h
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# Zezwol LAN = Internet (HTTP/HTTPS)
set security policies from-zone trust to-zone untrust policy allow-web match source-address any destination-address any application [ junos-http junos-https ]
set security policies from-zone trust to-zone untrust policy allow-web then permit

# Zezwdl LAN - DMZ (np. zarzadzanie serwerem)
set security policies from-zone trust to-zone dmz policy allow-dmz-admin match source-address any destination-address any application junos-ssh
set security policies from-zone trust to-zone dmz policy allow-dmz-admin then permit

# Zezwdl Internet - DMZ (HTTP tylko do serwera)

set security address-book global address web-server 172.16.0.10/32

set security policies from-zone untrust to-zone dmz policy allow-http-to-dmz match source-address any destination-address web-server application junos-http
set security policies from-zone untrust to-zone dmz policy allow-http-to-dmz then permit

Polityka domysina - odrzucenie pozostatego ruchu:
Nie trzeba jej definiowac, poniewaz ruch miedzy zonami bez jawnej polityki jest domysinie blokowany.

Efekt koncowy:

* Uzytkownicy z LAN mogg przegladac Internet.

» Administratorzy z LAN majg dostep SSH do serwerow w DMZ.

* Uzytkownicy z Internetu mogg po HTTP dotrze¢ do serwera WWW w DMZ.
* Inny ruch miedzy zonami jest zablokowany.
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security {

address-book { from-zone trust to-zone dmz {
lobal . .
global { policy allow-dmz-admin {
address web-server 172.16.8.18/32; b
matc
b
} source-address any;
policies { destination-address any;
from-zone trust to-zone untrust { application junos-ssh;
policy allow-web { }
match { e i
source-address any; i
destination-address any; permit;
application [ junos-http junos-https ]; ¥
} ¥
then { }
permit; from-zone untrust to-zone dmz {
I .
} policy allow-http-to-dmz {
3 match {
from-zone trust to-zone dmz { source-address any;
policy allow-dmz-admin { destination-address web-server;
match { application junos-http;
source-address any; }
destination-address any; . {
en
application junos-ssh;
} permit;
then { by
permit; I
. }
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*Wprowadzenie do kursu i platformy warsztatow

*Modut 0: Introducing Junos OS and the Hardware
*Modut 1: Junos Fundamentals

*Modut 2: Junos User Interface

*Modut 3: Junos Basic Configuration

*Modut 9: Junos J-Web

*Modut 4: Junos Logging and Monitoring

*Modut 5: Junos Routing Policy and Firewall Filters
*Modut 6: Junos Routing Fundamentals

*Modut 7: Junos OS Switches

*Modut 8: Junos OS Architecture

*Modut 10: Jak przygotowac sie do JNCIA-Junos
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Junos Routing Fundamentals

Internet % F xe-0/1/5 ,—_'I II:'
Corporate LAN Experimental LAN
Server LAN
172.16.40.0/24
i 2001:db8:0:40::/64
e How could ROUTER_1 learn the route? m
. : WAN Link to ROUTER_2
o Out of the box, routers do not magically learn all subnets in a network 710
: _ ) 10.1.254.0/24 = 10.1.2.0/24
= |tis not enough to simply connect devices together 2001:db8:1:254::/64 2001:db8:1:2::/64
o Instead, you need to use one of these methods to create a route:
Corporate LAN Server LAN Guest LAN
172.16.10.0/24 172.16.20.0/24 172.16.30.0/24
2001:db8:0:10::/64 2001:db8:0:20::/64 2001:db8:0:30::/64

Configure a subnet on a local interface Configure a route to a remote destination Enable a routing protocol

If the interface is up, this creates a Configured routes pointing to a next-hop _ !
directly connected route. router are called static routes. routing protocol are called dynamic routes.

Routes learned automatically from a
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Junos Routing Fundamentals There are many routing protocols to choose from

o Each has different features, advantages, and trade-offs
STATIC ROUTE: o You may have heard of these four protocols
Destination: 172.16.40.0/24 =  What do these acronyms stand for?

Next-hop:10.1.2.2
* How do they work?

m Some Well-Known
aih

Routing Protocols:

‘_”_ 10.1.2.2 ‘—”_ OSPE
The directly connected
Experimental LAN route is the best route. IS-1S
172.16.40.0/24
BGP
RIP

Static routes have advantages:

e Simpletocreate

Some are open standards Some are designed for

» Easytounderstand (anyone can use them). specialist situations.

e |dealinvery small networks

®
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Routing Prefix

Junos Routing Fundamentals
172.16.10

Host Identifier

Routes are stored in a routing table b S 239
o Junos routing tables store all known prefixes, learned from all sources
= There are separate tables for IPv4, IPvé, and many advanced features Prefix Length

o Inthe next section, we will introduce a brand new topology

* Follow along, and see if you can spot the problems

10.20.30.0/24

This is an example of a —— Direct, via ge-0/0/1.0
simplified routing table.

192.168.77.0/24
. . —— Static, via ge-0/0/2.0, to 10.1.2.1
Notice that each prefix lists
how it was learned. 192.168.123.0/24
-- OSPF, via ge-0/0/3.0, to 10.2.3.3
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e Static routes are simple to deploy and easy to understand

Junos IPv4 RIB Junos IPv6 RIB

o However, they have three important trade-offs

inet.0 inet6.0
o Each of these problems is explained next
1. Static routes cannot .
react intelligently to [edit]
changes in the topology. employee@ROUTER 1# set routing-options static route 172.16.40.0/24 next-hop 10.1.2.2

employee@ROUTER 1# show | compare

2. If anew subnet is 3. Routers do not iedizit ing-options {
added, you must communicate to verify + static {
manually update each that their static routing + route 172.16.40.0/24 next-hop 10.1.2.2;
router. knowledge is accurate. + }

employee@ROUTER 1# set routing-options rib inet6.0 static route 2001:db8:0:40::/64 next-hop 2001:db8:1:2::2

MICRO
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employee@ROUTER 1> show route protocol static

inet.0: 12 destinations, 12 routes (12 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
0:0:0.0/0 *[Static/5] 00:00:490

> to 10.1.254.254 via xe-0/1/6.0
57 0 | * [SEatic/5] 00: 0010

> to 10.1.2.2 via xe-0/1/5.0

inet6.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

2 2 /0 *[SEatie/5] 00:02:02

> to 2001:db8:1:254::254 via xe=0/1/6.0
2001 :db8:0:40: : /64 *|[Static/5] 00:00:07
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There are protocols for different situations, with different advantages

o Allrouting protocols can be categorized into one of two types:

Interior Gateway Protocols (IGP) Exterior Gateway Protocols (EGP)

Runs inside the network of one organization

Runs between organizations

Content
Provider

Enterprise Enterprise

There are two link-state protocols
o They both have a great deal in common

o Both are popular and excellent choices in the 2020s

OSPF:

IS-1S:
Open Shortest Path First

Intermediate System to Intermediate System You use EGPs (exterior gateway protocols) between organizations

o Nowadays, there is only one exterior protocol

s “Open” means it's an open standard ¢ Intermediate System is an older word for router
 Popular in enterprises, service providers, and data » Pronounced “Eye Ess Eye Ess” * BGP—Border Gateway Protocol
centers

* Popularin service providers and data centers

o Notoften used in enterprises

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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IGPs are built for use within one single organization
o Youuse them to learn your own prefixes, in your own network

* These are called your “infrastructure prefixes”

Advantage: A Network within One Organization

They can react very fast to network changes.

Advantage:

They can discover detailed network information.

Not designed to learn every prefix
on the global Internet.

Distance Vector Protocols Link-State Protocols

e \Very basic e More advanced
e The best path is the shortest number of e The best path is calculated by learning the
hops away—regardless of link speed topology, including link speeds

e Legacy,slow, rarely used nowadays
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Junos Routing Fundamentals

Think of a “vector” as a connection between two routers

o Distance vector protocols only learn the hop count of the network
* Theydo not learn the speed of the links!

o Consider the best pathfromAtoE
= Canyou identify which path A chooses?

The A-B-E path is slower,
but has fewer hops.

LAN

172.31.200.0/24

The A-C-D-E pathis
faster, but has more hops.
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There are two link-state protocols
o They both have a great deal in common

o Both are popular and excellent choices in the 2020s

IS-1S:

OSPF:
Intermediate System to Intermediate System

Open Shortest Path First

¢ “Open” means it’s an open standard ¢ Intermediate System is an older word for router
¢ Popular in enterprises, service providers, and data e Pronounced “Eye Ess Eye Ess”
centers : i .
* Popularinservice providers and data centers

o Not often used in enterprises

Popular custom metrics you'll

find in modern networks:
100 Gbps 1
10 Gbps 10
1 Gbps 100
100 Mbps 1000

e Thereis an advantage to using metric instead of link speed
o It's your choice—the best path doesn’t always have to be the fastest link
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Junos Routing - OSPF

[edit]
employee@ROUTER 14 delete routing-options static route 172.16.40.0/24

[edit]
employee@ROUTER 14 delete routing-options rib inet6.0 static route 2001:db8:0:40::/64
- 4
The End Goal:
Internet %% %% o Form an OSPF neighborship between the two routers
= s o e b e n. . . .
e Both routers advertise their LANs using OSPF
IPv4/IPv6 default static OSPF between these « ROUTER_1 advertises default routes to ROUTER_2 via OSPF
routes to the Internet two routers
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Only one line of config is needed to enable IPv4 OSPF
o Configured using protocols ospf
o Putthe interfaceinto area 0
* You can just type area 0—Junos expandsitto area 0.0.0.0

= Areas are 32-bit numbers

[edit]
employee@ROUTER_1# set protocols ospf area 0 interface xe-0/1/5.0

[edit]

employee@ROUTER 1% show | compare

- ospf ({

+ area 0.0.0.0 { _“_. _IL
- interface xe-0/1/5.0; DB '_”_ xe-0/1/5 '_“
+ }

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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When routers receive each other’s hello, they try to become neighbors
o Type show ospf neighbor to see if the process was successful

= Use detail to see the total uptime

e 1D uniquely identifies each OSPF device in the topology

e Pri isshort for priority

employee@ROUTER 1> show ospf neighbor
Address Interface State ID Pri1 Dead
10l 22 xe-0/1/5.C Full 110 L A nss 128 31

Your Outgoing Full means the

Countdown since
the last Hello
was received.

neighbor’s Interface process is complete.
interface IP.
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OSPF only advertises what you tell it to advertise : : :
4 4 Configure each LAN interface in passive mode

o It advertises two things by default:

= Prefixes on interfaces configured for OSPF * This advertises the prefix in OSPF...

= Prefixes learned by OSPF from other routers = _.butit does not send hello messages out of the interface

o You could configure the LAN interfaces for OSPF

10

= But this presents a new problem...

These LAN interfaces will send
OSPF Hello messages.

A rogue employee could plug in their
own router and form an OSPF
neighborship with you!

employee@ROUTER_1# set protocols ospf area 0 interface xe-0/1/1.0 passive

[edit]
employee@ROUTER 1# set protocols ospf area 0 interface xe-0/1/2.0 passive
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IS-1S can advertise both IPv4 and IPvé
o By contrast, OSPF was originally designed to only advertise IPv4

o A new version was required to advertise IPvé

OSPFv2

e Advertises |Pv4 only employee@ROUTER 1> show ospf neighbor
Address Interface State ID Pri Dead
) ' xe-0/1/5. 0 ull 10-1.2: 31
o When people say OSPF, they often mean v2 MR el L L et e

e Configured and verified using ospf

OSPFv3 employee@ROUTER 1> show ospf3 neighbor

ID Interface State Pri Dead
¢ Can advertise IPv6 on its own 10.1.2.2 xe-0/1/5.0 Full 128 38

. . Neighbor-address fe80::3a4f:49ff:fe71:£40c
e Can advertise IPv4 and IPvé at the same time
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Junos Routing Fundamentals

e Review all your OSPF work in this module, in hierarchy format

e Allinterfaces are indented under area 0.0.0.0

e The passive statement is indented under some interfaces Protokot

Direct (interfejs lokalny)

employee@ROUTER 1> show configuration protocols ospf Static
area 0.0.0.0 {
interface xe-0/1/5.0;

; z OSPF internal
interface ze-0/1/1.0 {

passive;
} IS-15 Level 1/2
interface xe-0/1/2.0 {
passive; RIP
}
interface xe-0/1/3.0 { BGP
passive;
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Lab 4

Podstawy konfiguracji Junos OS (vlJunos)

Dynamic Routing Protocols - konfiguracja OSPF

®
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Junos OS Switches

*Wprowadzenie do kursu i platformy warsztatow

*Modut 0: Introducing Junos OS and the Hardware
*Modut 1: Junos Fundamentals

*Modut 2: Junos User Interface

*Modut 3: Junos Basic Configuration

*Modut 9: Junos J-Web

*Modut 4: Junos Logging and Monitoring

*Modut 5: Junos Routing Policy and Firewall Filters
*Modut 6: Junos Routing Fundamentals

*Modut 7: Junos OS Switches

*Modut 8: Junos OS Architecture

*Modut 10: Jak przygotowac sie do JNCIA-Junos
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Junos OS Switches

Some vendors make you learn a new CLI for switches—but not us!

o There is one CLI across all devices that run Junos OS

These devices all have the same CLI.

There are a few commands that

are unique to certain platforms.

Example: Firewalls offer
additional security options

There are occasional CLI

differences between platforms.

For example, to accommodate for
an expanded feature set

o
[
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Junos OS Switches

e Two ranges of switches—EX and QFX Series

e This is the hardware that powers your customer’s LAN

SWITCH_1

Il

o Junos Switches usually have many ports

= Their role is to connect LAN devices together

o This particular switch has 24 ports for hosts

= Thereis also a 48-port EX4300 1-Gbps 10-Gbps
copper ports fiber uplink ports

IN ‘RAIVI
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Junos OS Switches

e Take a look at the interface naming scheme on this switch
o PICO0 and PIC 2 are on the front of the device
= PIC Ois used exclusively as network ports

= PIC 2 can be used as network ports—but also offers a second application...

Jurnper

-- \-H

gy ey e g e e W W W W W S S e e e S W e P e S S L L LS S S LS S S eSS~ ———————————
! . T
! ; : v 0
1 | =
i T;' ﬁl"f !"'—"“' —
w g 32
] . . '
&y 8y 0y . ] [ 0 3 o
o | % n 0 - cat) r o 2y

PICO PIC 2
Interface names: Interface names:
ge-0/0/0toge-0/0/23 xe-0/2/0 to xe-0/2/3
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Junos OS Switches

e There are ports at the back that offer additional functionality
o On this EX4300, the back ports are preconfigured as VC ports
= PIC 2 can also be configured as VC ports
o Virtual Chassis (VC) comes as a preconfigured feature

= You can connect switches together to create one logical switch

Four physical switches, but one
logical switch for management

PIC 1 By the way, at this early stage in your studies, we don’t recommend
40 Gbps ports spending too much time memorizing which ports can be used as VC ports,
Interface names: | because this can change radically between devices. It's definitely
et-0/1/0toet-0/1/3 something that you can return to when you study VCs in more detail at a
later date.
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Junos OS Switches

The uplinks to the router are 10-Gbps interfaces
o This table lists all active switch network interfaces and the VLAN they should belong to

o Look out for mismatches between this table and the CLI config

. A portion of your customer’s topology
Interface Network Description

ge-0/0/0 Corporate LAN Host Port

ge-0/0/1 Corporate LAN Host Port %
ge-0/0/2 Server LAN Host Port .l

ge-0/0/3 Server LAN Host Port — SWITCH_1
ge-0/0/4 Guest LAN Host Port " —

ge-0/0/5 Guest LAN Host Port — \
xe-0/2/1 Corporate LAN To ROUTER_1

R 10 Server LAN To ROUTER 1 Corporate LAN Server LAN Guest LAN
xe-0/2/3 Guest LAN To ROUTER_1
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Junos OS Switches

e To view VLAN configuration, type show configuration vlans
o Each VLAN is given:
=  Aname
=  AVLAN ID number (the “tag”)
o You then configure each interface with the appropriate VLAN

{master:0} {master:0}
employee@SWITCH 1> show configuration vlans employee@SWITCH 1> show configuration vlans | display set
Corporate { set vlans Corporate vlan-id 10
vlan-id 10; set vlans Server vlan-id 20
}
server {
vlan=id 20;

MICRO
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Junos OS Switches

{master:0} [edit] VLAN Name m

employee@SWITCH 1# set vlans Guest vlan-id 30

Corporate 10
Server 20
Guest 30

{master:0} [edit]
employec@SWITCH 1# show | compare
[edit vlans]

- Guest {

- vlan-id 30;

+ } VLAN names are case-sensitive, so be
consistent with your naming convention.

{master:0} [edit]
employee@SWITCH 1% commit and-quit .

MICRO
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Junos OS Switches

{master:0}
employee@SWITCH 1> show vlans

Routing instance VLAN name Tag Interfaces
default-switch Corporate 10
ge-0/0/0.0%
ge-0/0/1.0%
xe=0y2)1.0%
default-switch Guest 30
default-switch Server 20

ge-0/0/2.0%*

ge-0/0/3.0%

xe-0/2/2.0%
default-switch default ]l

ge-0/0/10.0

ge—0/0/11.0

ge-0/0/12.0
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employee@SWITCH 1> show configuration interfaces ge-0/0/1 | display set

set interfaces ge-0/0/1 description "Corporate LAN"

set interfaces ge-0/0/1 unit 0 family ethernet-switching interface-mode access
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan members Corporate

Junos OS Switches

It's easy to

Look at the two pi
ook at the two pieces e e

of config at the end of

interface mode

family ethernet-switching. and the VLAN

{master:0}
employee@SWITCH 1> show configuration interfaces ge-0/0/1
description "Corporate LAN";
unit 0 {
family ethernet-switching ({
interface-mode access;
vlian {
members Corporate;

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Using this knowledge, you can configure the three Guest VLAN ports

o The interfaces are:

* ge-0/0/4,ge-0/0/5,and xe-0/2/3

The current settings on ge-0/0/4

(the other two ports have identical config)

{master:0}
employee@SWITCH 1> show configuration | display set | match ge-0/0/4

set interfaces ge-0/0/4 description "Guest LAN"
set interfaces ge-0/0/4 unit 0 family ethernet-switching interface-mode access

Simply add this line of configuration

(and the equivalent for the other two interfaces)

{master:0} [edit]
employee@SWITCH 1# set interfaces ge-0/0/4 unit 0 family ethernet-switching vlan members Guest

{master:0}
employee@SWITCH 1> show vlans Guest

Routing instance VLAN name Tag Interfaces
default-switch Guest 30
ge-0/0/4.0%*
ge-0/0/5.0%
RE= 0 2 Bl

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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Junos OS Switches

employee@SWITCH 1> show ethernet-switching table

MAC Flags (8 — staktic MAC, D — dynamic MAC, 1. — locally learned, P = Persistent statie, € = Control MAC
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, O - ovsdb MAC)

Ethernet switching table : 9 entries, 9 learned

Routing instance : default-switch

Vlan MAC MAC Age Logical NH RTR
name address flags interface Index ID
Corporate 38:4£:49:80:£4:08 D - xe-0/2/1.0 0 0
Corporate 74:8f:3c:ba:e0:dd D - ge-0/0/0.0 0 0
Corporate 94:bf:94:b4:67:03 D - ge-0/0/1.0 0 0
Guest 38:4£:49:80:£f4:0a D - xe—0/2/3.0 0 0
Guest 36:72:dd:d5:e6:44 D - ge-0/0/4.0 0 0
Guest le:00:a2:3e:d5:5a D = ge-0/0/5.0 0 0
Server 38:4f:49:80:£4:09 D - xe-0/2/2.0 0 0
Server J8:8F:32: 000000 D - ge-0/0/2.0 0 0
Server 94:bf:94:b4:67:07 D —~ ge-0/0/3.0 0 0
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Junos OS Switches

e Inpractice, trafficin and out is tagged with the relevant VLAN number

o Trunk ports are the solution—they belong to multiple VLANSs at once

= The tags map incoming frames to the relevant VLAN

= And therefore, the relevant broadcast domain

10 = Corporate VLAN

20 = Server VLAN

A=

iy

ROUTER_1

SWITCH_1

Corporate LAN

Server LAN

Guest LAN

=

&N
0
_______________

Corporate LAN

Server LAN Guest LAN

SWITCH_2

b

Corporate LAN

Guest LAN

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.




ROUTER_1

{master:0} [edit]
employee@SWITCH 14 edit interfaces xe-0/2/0
{master:0} [edit interfaces xe-0/2/0]
employee@SWITCH 1# set description "Trunk to ROUTER 1"
—_—
—
_
—

{master:0} [edit interfaces xe-0/2/0] m_’

employee@SWITCH 1# set unit 0 family ethernet-switching interface-mode trunk

{master:0} [edit interfaces xe-0/2/0] SWITCH_1
employee@SWITCH 1# set unit 0 family ethernet-switching vlan members Corporate

{master:0} [edit interfaces xe-0/2/0]
employee@SWITCH 1# set unit 0 family ethernet-switching vlan members Server

{master:0)} [edit interfaces xe-0/2/0]
employee@SWITCH 1% set unit 0 family ethernet-switching vlan members Guest

{master:0} [edit interfaces xe-0/2/0]
employee@SWITCH 1# set unit 0 family ethernet-switching vlan members [ Corporate Server Guest ]

{master:0} [edit interfaces xe-0/2/0 unit 0 family ethernet-switching]
employee@SWITCH 1# set vlan members all




{master:0}
Junos OS Switches employee@SWITCH 1> show configuration interfaces xe-0/2/0
description "Trunk to ROUTER_1";
unit 0 {
family ethernet-switching {

interface-mode trunk;

members [ Corporate Server Guest ];

employee@SWITCH 1> show vlans

Routing instance VLAN name Tag Interfaces
default-switch Corporate 10

ge-0/0/0.0*
ge-0/0/1.0%*

xe=-0/2/0.0%
default-switch Guest 30
ge-0/0/4.0%
gfjojgj'ﬁo* The trunk appears in each
) VLAN that you assigned to it.
default-switch Server 20

ge-0/0/2.0*
ge-0/0/3.0%*

xe-0/2/0.0%
®
2
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Junos OS Switches

o Take all this config for these three interfaces Check out this powerful search

option.

o Putitall onto one single physical interface

o Youcanmatch on multiple strings of text at once

employee@ROUTER 1> show configuration interfaces | display set | match "1/1|1/2|1/3"

set interfaces xe-0/1/1 description "Corporate LAN"
set interfaces xe-0/1/1 unit 0 family inet address 172.16.10.1/24

_”__ m set interfaces xe-0/1/1 unit 0 family ineté address 2001:db8:0:10::1/64

set interfaces xe-0/1/2 description "Server LAN"

set interfaces xe-0/1/2 unit 0 family inet address 172.16.20.1/24
—_— set interfaces xe-0/1/2 unit 0 family ineté address 2001:db8:0:20::1/64
— | IELEEN
Mp— . - - » .
set interfaces xe-0/1/3 description "Guest LAN"

set interfaces xe-0/1/3 unit 0 family inet address 172.16.30.1/24
set interfaces xe-0/1/3 unit 0 family ineté address 2001:db8:0:30::1/64
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Junos OS Switches

This statement enables IP e
interfaces to accept VLAN tags. 2idl it

The configuration for each unit is

identical to a

single-unit configuration.

Each unit gets a
unique vlan-id.

MICRO

set
set
set
set

set
set
set
set

set
set
set
set

interfaces
interfaces
interfaces
interfaces

interfaces
interfaces
interfaces
interfaces

interfaces
interfaces
interfaces
interfaces

xe-0/1/C

xe-0/1/0
xe-0/1/0
xe-0/1/0
xe-0/1/0

unit 10

unit 10 wvlan

unit 10
unit 10

xe-0/1/0 un

xe-0/1/0 u

xe-0/1/0 un

xe-0/1/0 unit

xe-0/1/0 unit
xe-0/1/0 unit
Xe-0/1/0 unit
xe-0/1/0 u

description "Corporate LAN"

viall=—ll 1\

family inet address 172.16.10
family inet6é address 2001:db8

description "Server LAN"

e

‘:".’_:I

family inet address 172.16.20

) family ineté address 2001:dbs8

30 description "Guest LAN"

Vviall—=1a 3\

family inet address 172.16.30

0 family inet6é address 2001:db8
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employee@ROUTER 1> show configuration interfaces xe-0/1/0

H lan- ~~1 T e
Junos OS Switches vlan-tagging;
unit 10 {

description "Corporate LAN";
vlan-id 10;
family inet ({
address 172.16.10.1/24;
}
family ineté {
address 2001:db8:0:10::1/64;
}
}
unit 20 {
description "Server LAN";
vlan-id 20;
family inet ({
address 172.16.20.1/24;
}
family ineté ({
address 2001:db8:0:20::1/64;
}
}
unit 30 {
description "Guest LAN";
vlan-id 30;
family inet ({
address 172.16.30.1/24;
}
family ineté ({
address 2001:db8:0:30::1/64;
® }

Proprietary infor1  }
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Lab5

Podstawy konfiguracji Junos OS (vlJunos)

Switches - konfiguracja VLAN

®
o
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Junos OS Architecture

¢ ARouting Engine is just a regular computer, containing exactly the same kind of CPU and memory
¢ ARouting Engine performs many different tasks

o Monitoring, management, system, chassis, protocols, and more

o For this reason, it has a “general-purpose” CPU

= Not specialized to any one task

Some devices have primary and backup REs, both of which
can be replaced

Some REs are fixed inside the chassis,
and cannot be removed

IN “RAIVI
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You've learned enough Junos to revisit the RE’s responsibilities in more detail

o This table focuses on device, system, and process management

The Ro

e Junos OS itself

uting Engine runs and maintains:

e The processes that make up the
functionality of Junos OS

Separate processes for routing, chassis management,
DHCEP, interfaces, and more

¢ Thechassis and system

Electrical power, fans/cooling,
maintaining line cards and interfaces

* Allmanagement traffic

CLI, J-Web, external platforms,
interaction via user-created code/scripts

* Responses to ping and traceroute

IN “RAIVI

MICRO

The Routing Engine runs and maintains:

¢ Runningall protocols Routing, switching, monitoring, management

¢ Maintaining routing tables

e Choosing active routes By default, one active route per-prefix

» Installing active routes in a separate
forwarding table

e Writing the forwarding table to a
dedicated forwarding hardware
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Junos OS Architecture

The RE is not responsible for processing transit traffic
o Performed by a completely separate set of dedicated, specialized infrastructure in the device

o Tounderstand how this works, let’s explore the forwarding table

So far, you've been told that: Here's what happens next:

e Junos processes routes in the routing table * Junos writes all active routes to a dedicated

“forwarding table”
* Junos chooses the best routes for forwarding g

¢ |tonlycopiesinfothatis required for

e Junos tags them as “active routes” forwarding

¢ The RE stores and maintains this table

Routing Table =| s > = Forwarding Table

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
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The forwarding table does broadly keep track of how a prefix was installed into the table

o Novisibility in the table of the originating protocol

Abstract Contents of a Routing Engine

o

Simplified IPv4 Routing Table

~

o

J

P

\-

Forwarding Table

10.0.0.0/8 et-0/1/2 [BGP!l70] Localpref 100 __4»10.0.0.0/8 xe-1/2/3
10.0.0.0/8 xe-1/2/3 [OSPF/1 Metric 20 — | 192.168.0.0/16 xe-1/2/3
192.168.0.0/16 et-0/1/2 [BGP/lTO], LOC&IPIEf 200

192.168.0.0/16 -1/2/3 [OSPF/10]), Metric 30

X

/

Routing tables: Routing information base (RIB)

Forwarding tables: Forwarding information base (FIB)

IN “RAIVI

MICRO

RIB:

May contain many millions of prefixes

FIB:

Only needs to contain the best routes

Contains all the protocol information for each
route

Only needs to contain the information required for
forwarding
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Routing Engine The brains of the device

[ R—?:;:Zg """ ] """""""""" [ """ P, For_l\a_'\;ir[gmg ] ¢ Processes the best paths to all prefixes, as they
: are learned

e R The muscle of the device

Forwarding
Table

e Designed to forward traffic as fast and
efficiently as possible

¢ |t follows the instructions in the forwarding
xe-0/1/0 xe-0/1/1 xe-0/1/2 xe-0/1/3 table

¢ The PFE’s engine is a special chip called an application-specific integrated circuit (ASIC)

¢ Lookup and forward incoming traffic

o Designed to perform a narrow range of tasks—and perform them extremely well
« Manipulate packet info Ethernet headers, VLAN tags,

e ASICs are extremely good at performing a very limited set of tasks decrementing time-to-live and Hop Limit

Rate-limiting (policing), firewall filters,
prioritizing certain traffic

o ASICs do them in orders of magnitudes faster than a general-purpose CPU « Control services that can impact traffic

MICRO
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Junos OS Architecture
BIG advantages to this separation:

e |fthe RE crashes, the PFE can continue to forward traffic

e Their hardware can be designed for optimal performance of their tasks

e Their hardware can be upgraded independently

e Junos adds rate-limiting and denial-of-service (DoS) protection on the
internal link between the RE and PFE

Transit Traffic Exception Traffic

Routing Engine

Routing Engine

—— i

--------- :
vl Packet ForwardingEngine

MICRO
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https://community.juniper.net/discussion/how-to-prepare-

Jak przygotowac sie do JNCIA-Junos for-a-certification-exam

Certification Tracks Associate Level Specialist Level Professional Level Expert Level

Automation and DevOps JNCIA-DevOps JNCIS-DevOps n/a n/a

Cloud JNCIA-Cloud n/a n/a n/a

Data Center JNCIA-DC JNCIS-DC INCIP-DC JNCIE-DC
Design JNCIA-Design n/a n/a n/a
Enterprise Routing and Switching JNCIA-Junos JNCIS-ENT JNCIP-ENT JNCIE-ENT

JNCIS-MistAl-Wireless
Mist Al JNCIA-MistAl JNCIP-MistAl n/a
INCIS-MistAl-Wired

Security JNCIA-SEC JNCIS-SEC JNCIP-5EC JNCIE-SEC

Service Provider Routing and Switching JNCIA-Junos JINCIS-SP JNCIP-5P JNCIE-SP

* The INCIS-ENT is an acceptable prerequisite for the JNCIP-DC.
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Realize the
Promise of
Technology
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